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Support
You can visit the HP OpenView support web site at:
http: //www.hp.com/managementsoftware/support

HP OpenView online support provides an efficient way to access interactive technical
support tools. As a valued support customer, you can benefit by using the support site to:

Search for knowledge documents of interest
Download software patches

Submit and track progress on support cases

Manage support contracts

Look up HP support contacts

Review information about available services

Enter into discussions with other software customers
Research and register for software training

Most of the support areas require that you register as an HP Passport user and log in.
Many also require a support contract.

To find more information about access levels, go to:
http: //www.hp.com/managementsoftware/access_level
To register for an HP Passport ID, go to:

http://www.managementsoftware.hp.com/passport-registration.html
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Audience

In This Guide

This guide describes HP OpenView Self-Healing Services. It includes an overview of the
architecture and operation of Self-Healing Services, as well as detailed instructions for
customizing and using this product in your environment.

The audience for this guide is IT administrators. To understand and use the information
in this guide, the reader must have the following background:

Understands and has a working knowledge of UNIX® commands

Understands and has a solid working knowledge of Windows® operating systems
Understands networking concepts and language

Understands the function and operation of one or more of the HP OpenView
applications supported by Self-Healing Services.

Understands the HP OpenView support process and has an HP support contract
system handle or service agreement identifier (SAID)

Is familiar with HP Instant Support Enterprise Edition (ISEE)

Understands network security issues
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Conventions

The following typographical conventions are used in this guide.

What the Font
Font Represents Example
Italic Book or manual See the HP OpenView Self-Healing Services
titles, and manpage Installation guide for more information.
names
Provides emphasis You must follow these steps.
Specifies a variable Run the command:

that you must supply

. swinstall <fileName>
when entering a

command
Parameters to a The assigned_criteria parameter returns an
method ACSE response.
Bold New terms The distinguishing attribute of this class...
Computer Text and items on the | The system replies: Press Enter

computer screen

Command names Use the grep command ...

Method names The get_all_replies () method does the
following...

File and directory Edit file /opt/hp/config/datamon.xml

names

Process names Check to see if cron is running.

Window/dialog box In the Test and Track dialog...

names

XML tag references Use the <DBTable> tag to...

Computer Text that you must At the prompt, type: 1s -1
Bold type
Keycap Keyboard keys Press Return.
Button Buttons on the user Click Delete.
interface.
Menu A menu name Select Locate—Objects—by Comment
ltems followed by an arrow

(—) means that you
select the menu and
then the item.




Self-Healing Services Terms

The following terms are used throughout the Self-Healing Services documentation. The
definitions shown here apply only in the context of Self-Healing Services and do not
apply to other HP OpenView software applications.

System Role

Software Hosted

Function

configuration
center

Self-Healing Services
client

A configuration center provides the
interface that you use to specify the
configuration settings for the
Self-Healing Services client software.
These configuration settings are then
automatically retrieved from the
configuration center by the individual
managed clients and communication
gateways assigned to it.

Multiple managed clients and
communication gateways can be
assigned to a single configuration
center.

communication
gateway

Self-Healing Services
client and Instant
Support Enterprise
Edition (ISEE) client

A communication gateway receives
collected data from one or more
managed clients and sends that data
to HP through a secure ISEE
connection.

This system must have internet access
(or internet access by web proxy).

A communication gateway is assigned
to one and only one configuration
center. Multiple managed clients can
be associated with a single
communication gateway.

managed client

One or more HP
OpenView software
applications supported
by Self-Healing
Services—such as
Network Node
Manager (NNM),
OpenView Operations
(OVO), or Service
Desk—and a
Self-Healing Services
client

A managed client detects faults in
supported applications (and the
Self-Healing Services client), collects
data, provides fault notification, and
generates incident summary reports.

A managed client is assigned to one
and only one configuration center. A
managed client can be associated with
more than one communication
gateway.

12




NOTE

Individual systems can play multiple roles in the Self-Healing Services environment.
Because communication gateways and configuration centers host the Self-Healing

Services client, for example, they also serve as managed clients. If a configuration center
hosts the ISEE client, it can also serve as a communication gateway. A single system can,
in fact, play all three roles.

Installation Directories

Variable Used

Description and Default Locations

<installDir>

Application directory chosen during installation.
Windows default: C: \Program Files\HP OpenView
UNIX default: /opt/ov

<dataDir>

Data directory chosen during installation
Windows default: C: \Program Files\HP OpenView\data
UNIX default: /var/opt/0ov

13
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What’s New in Version 2.60

The Self-Healing Services version 2.60 client uses the Jetty 6.0.1 web container
instead of Tomcat. This results in several advantages over earlier clients:

— Only a Java runtime engine (JRE) is required for version 2.60. Earlier versions
required the much larger Java development kit (JDK).

— Installation complexity is reduced.

— The version 2.60 client uses less memory.

— The probability of port conflicts with other applications is reduced.

— Other unwanted interactions with HP OpenView applications are also reduced.

Integration with HP OpenView products is also improved and expanded, and
problems associated with earlier versions have been corrected.

Each of the two user interface views for the Self-Healing Services client, the Local
Managed Client view and the Configuration Center view, now has its own accent
color. The Local Managed client pages use red accents:

Local managed client

Systerm: myserner.us. mycompany.com

Configuration version: 2.27

HF Cpentiew Sel-Healing Services version: 02.60.040
Configuration center: localhost

This iz the standard view for this SelfHealing Services client.
this client's configuration center and change the local client s

The Configuration Center pages use blue accents:

Configuration center

Systermn: localhost
Configuration wersian: 2.27
HP Qpentfiew SelfHealing Services version: 02.60.040

The configuration center allows you to manage the confic
Semvices client as well a5 the configuration settings for ot
managed by this configuration center.

This makes it easier to determine which view you are using at any given time.

15
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1 Introduction to Self-Healing Services

This chapter presents an overview of HP OpenView Self-Healing Services. It begins with
an introduction to software fault management and concludes with a description of the
capabilities, structure, and operation of Self-Healing Services.

Chapter 1 17
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In This Chapter

In This Chapter

This chapter provides an introduction to HP OpenView Self-Healing Services. It contains
the following topics:

“About Self-Healing Services” on page 19

“An Overview of Software Fault Management” on page 20
“What Is Self-Healing?” on page 21

“What is HP OpenView Self-Healing Services?” on page 23
“Self-Healing Services Roles” on page 25

“Self-Healing Process” on page 29

18
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About Self-Healing Services

HP OpenView Self-Healing Services provides the following functions for HP OpenView
applications that offer full Self-Healing Services support:

¢ Rapid, automated management software fault detection
¢ Data collection at the time fault occurs

¢ Automated problem analysis and recommendations

¢ Automated patch analysis

e Efficient support case initiation

Self-Healing Services also allows you to manually submit a software fault to HP for
applications that offer either full or basic Self-Healing Services support. In this case,
Self-Healing Services provides automated problem analysis and recommendations,
automated patch analysis, and efficient support case initiation as well.

See the Self-Healing Services web site for a list of applications that offer full or basic
Self-Healing Services support:

http://support.openview.hp.com/self healing.jsp

You must properly install and configure the Self-Healing Services client on your
management server or agent according to the instructions provided in the HP OpenView
Self-Healing Services Installation Guide before you can customize or use Self-Healing
Services.

IMPORTANT Do not install Self-Healing Services on a remote console. It is only supported on
management servers and agents.

NOTE A web browser must be installed on any machine from which you will access your
Self-Healing Services client. The minimum requirements are Microsoft® Internet
Explorer 6.0 (or later) or Netscape 7.0 (or later).

The web browser does not need to be installed on all systems that host the Self-Healing
Services client. It can be installed anywhere there is connectivity to the Self-Healing
Services managed environment.

Windows 2000 systems MUST have Internet Explorer 6.0 (or later) installed.

Chapter 1 19
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An Overview of Software Fault Management

The life cycle of a software fault often generates lively debate about how the break/fix
process should be handled. How it is handled today often reflects the technological
history of a given organization. Some organizations have a rich collection of tools to
capture, analyze, and fix problems that occur in the production environment. Others
simply keep track of the fact that a problem occurred and restart the production system
in question, hoping that the problem will not recur. More sophisticated organizations
have implemented a software management framework, such as HP OpenView
Operations (OVO) and Network Node Manager (NNM), to mechanically watch the
infrastructure, services, and applications that make up the modern data center.

Management Framework

The correct and consistent operation of products such as OVO and NNM has, in fact,
become critical to ensuring IT success for many organizations. Such management
frameworks have become so ingrained in the operating model that a framework failure
constitutes a critical service failure. These kinds of failures are extremely difficult to
capture and analyze, and pinpointing the root causes can be frustrating and expensive.
It has therefore become necessary to manage the management software.

Fault Detection & Problem Analysis

In the traditional model, software faults are detected by people. Those people then
contact the software manufacturer, describing the fault and the series of events that led
up to the fault. The support engineer then asks the customer to collect a significant
number of artifacts (files, messages, etc.). Next, the support engineer searches a
database of known problems and issues in an effort to determine if the issue is known
and whether a solution exists for that issue. If the issue is known, the results are given
back to the customer, often with a directive to “try this and let me know if it works.”

The process of investigating a software fault consists of three distinct phases: data
collection, problem analysis, and reporting. In the traditional model, this process is
inherently iterative. The data collection and analysis phases, for example, are often
repeated until the problem can be reproduced and adequately characterized by the
support engineer. The process is often protracted, as delay is introduced each time
information is exchanged between the customer and the support engineer. The process
can also be error-prone, as it relies on data that is collected manually.

Automating the Process

Self-healing is the next step in the evolutionary cycle of management. In the self-healing
model, software faults are detected by both independent monitors and self-management
modules in the management software itself. The detection of a fault causes the
traditional fault life cycle to be initiated, but with a twist. In the self-healing model, the
process of fault detection, data collection, problem analysis, and reporting is not
conducted by people; it is conducted by computers.

20 Chapter 1



Figure 1-1
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What Is Self-Healing?

Self-healing is a process by which software and services can recognize when a failure
occurs and automatically take immediate action to begin diagnosing the underlying
problem. Self-healing reduces the time it takes to resolve break/fix technical issues
associated with management software and proactively reduces unscheduled downtime.

When is Self-Healing Useful?

One of the most challenging aspects of network administration is troubleshooting
problems with complex software applications. This often requires a call to the software
provider’s response center. A typical problem resolution interaction with the response
center is shown in Figure 1-1.

Traditional Problem Resolution Process

This process can be inherently time-consuming
reproduce problem and frustrating for the network administrator, as
well as the support engineer, for numerous
reasons:

define/describe
problem

1.Data collection does not usually begin in
earnest until the support call is made.

2.Multiple data collection iterations are often
collect data required before a solution can be successfully
determined.

3.The wrong data is often gathered only to be
transport/deliver discarded later.

data 4.Data is no longer valid because too much time

has elapsed since the failure.

analyze data 5.If an escalation is required, more delay is
introduced, and one or more additional data
collection iterations is almost always also
required.

To avoid this potential frustration, most network
e administrators attempt to solve problems
T themselves before contacting the response center.

soluion? To do this, they often search available knowledge
bases manually for clues to the problem’s root
cause and its solution.

is daia

The success of this manual process, however,
deliver solution relies on their ability to provide the correct
keywords, in the correct combination, to the
knowledge base search engine. Depending on an
administrator’s experience with a particular
application, this can be an inefficient and
sometimes fruitless process.

Chapter 1
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How Does Self-Healing Services Help?

Self-Healing Services liberates you from the frustration of the typical break/fix problem
resolution process. By automating the fault detection and investigation process,
Self-Healing Services increases the effectiveness and efficiency of the fault resolution
process with no cost to you. These services reduce the time required to resolve technical
issues associated with HP management software and work proactively to minimize
unscheduled downtime.

Self-Healing Services saves you time by freeing you from having to:

e Manually search through the HP Support Knowledge Base and IT Resource Center
forum messages to obtain the information you need to solve a problem yourself.

e Manually collect troubleshooting data and system information and submit it by
e-mail to HP support so they can troubleshoot a problem.

e Reproduce a management software fault to collect troubleshooting data.

Self-Healing Services increases your efficiency when you are attempting to solve a
problem yourself by providing you with:

e Rapid, automated detection of management software faults.

e Automated data collection of system information and data for troubleshooting at the
time a fault occurs, reducing the potential for collecting inaccurate data.

e Automated transport of collected data to HP for analysis and entry into the HP
Response Center database through a secure network connection called HP Instant
Support Enterprise Edition (ISEE).

e Automated recording of fault metrics.

¢ A custom Incident Analysis Report published on a private and secure HP OpenView
Self-Healing Services Support web page for each fault submitted to HP (see “The
Incident Analysis Report” on page 137).

Self-Healing Services increases your efficiency when solving a problem with the
assistance of an HP support engineer by:

e Providing a support case submission link located at the end of each incident analysis
report that electronically opens a support case when you click it.

¢ Providing your HP support engineer with the collected data and system information
for the software fault before the support case is opened.

e Allowing you to submit additional data needed by your HP support engineer through
an ISEE connection using the Self-Healing Services user interface.

22
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Figure 1-2
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What is HP OpenView Self-Healing Services?

HP OpenView Self-Healing Services is a service that significantly decreases the time
and effort involved in fixing management software faults within the HP OpenView
product suite by automating fault detection and much of the troubleshooting process. In
effect, Self-Healing Services allows HP to manage its own management software. This
leading-edge technology makes it possible for system administrators to spend less time
maintaining their OpenView software and more time managing their business.

Self-Healing Services carries out four primary steps: fault detection, data collection,
incident analysis, and reporting. It performs these steps automatically without
intervention on your part. In most cases, your first contact with Self-Healing Services
happens when you receive a notification e-mail message informing you that a problem
has been detected, and an Incident Analysis Report is ready for your review. You can also
trigger the Self-Healing Services process manually using the Self-Healing Services user
interface.

HP OpenView Self-Healing Services

Customer
notified
HP OpenView
’v‘ Self-Healing Customer
i, Services SLCCeSS

Sugpqrt
web site
Incident reported through RE:EL“E::': 2}:“"

secure connection web site

L.

7 Prablem resohed with help
Ry peiformed from HP support engineer

You can customize Self-Healing Services to meet the needs of your environment. You can
specify which faults are submitted to HP and how often they are submitted. You can also
specify how you prefer to receive fault and service notifications. To protect your security
and privacy, you can instruct Self-Healing Services to remove specific data items from
your incident packages before they are submitted to HP.

Chapter 1
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Self-Healing Services provides you with two types of audit output: an incident summary
and individual incident reports. An incident summary enables you to quickly determine
which of your Self-Healing Services nodes have submitted faults to HP or have faults on
hold. Incident reports enable you to quickly determine where faults are occurring, what
types of faults are occurring, and the self-healing status of each fault (received, failed,

hold, ignored, submitted, or suppressed).

Self-Healing Services also provides you with an incident viewer that allows you to view
the data that has been collected for each individual fault.
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Self-Healing Services Roles

A Self-Healing Services managed environment includes three roles:

e Managed client

¢ Configuration center

e Communication gateway (optional)

Each role maps to a specific function in the environment, as shown in Figure 1-6.

A managed client detects faults in supported applications (and the Self-Healing
Services client itself), collects data, provides fault notification, and generates incident
summary reports. A managed client can only be associated with one configuration center
at any given time. A managed client can, however, be associated with more than one
communication gateway.

A configuration center provides the interface that you use to specify the configuration
settings for the Self-Healing Services client software. These configuration settings are
then automatically retrieved by the individual managed clients and communication
gateways assigned to this configuration center. Multiple managed clients and
communication gateways can be assigned to one configuration center.

The optional communication gateway receives data collected from one or more
managed clients and sends that data to HP through a secure Instant Support Enterprise
Edition (ISEE) connection. The system hosting the communication gateway must have
Internet access, either directly or by web proxy. Multiple managed clients can be
associated with a single communication gateway. A communication gateway can only be
assigned to one configuration center at any given time. However, a Self-Healing Services
managed environment can have multiple communication gateways, all assigned to a
single configuration center. In fact, this is recommended for fail-over purposes. It can
also have no communication gateway—in this disconnected mode, however, incidents
cannot be submitted to HP for analysis.

A Self-Healing Services managed environment consists of a single configuration center
with at least one managed client assigned to it. It may or may not have a communication
gateway. A managed client or communication gateway can only be assigned to one
configuration center.

Chapter 1

25



Introduction to Self-Healing Services
Self-Healing Services Roles

Figure 1-3

NOTE

The following diagram above is an example of a valid Self-Healing Services managed
environment with one configuration center, two communication gateways, and two
managed clients. The managed clients download configuration information from the
configuration center at specific intervals and whenever they are restarted. Because it
has a communication gateway, this environment is operating in fully connected mode.

Example of a Distributed Self-Healing Services Managed Environment

Managed Communication
Client Gateway

Firewall

Configuration

Center

Managed Communication
Client Gateway

Self-Healing Services configuration information

----------------- Incident data package

You can have more than one configuration center in your network environment. In this
case, you would be operating multiple Self-Healing Services managed environments.
Each individual managed client and communication gateway, however, can only be
assigned to one configuration center. In other words, a managed client or communication
gateway can only belong to one Self-Healing Services managed environment at a time.

The following diagram is an example of a valid Self-Healing Services managed
environment without a communication gateway. This environment is operating in
disconnected mode. The managed clients download configuration information from the
configuration center at specific intervals and whenever they are restarted.

26
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Figure 1-4

Figure 1-5

IMPORTANT

Introduction to Self-Healing Services
Self-Healing Services Roles

Distributed Environment in Disconnected Mode

Configuration
Center

Managed Managed Managed
Client Client Client

The next diagram shows three Self-Healing Services managed clients that are not
connected to either a configuration center or a communication gateway. These managed
clients are operating in silent mode. They can detect faults, collect data, and notify you
by e-mail when a fault occurs, but they cannot submit incidents to HP for analysis.
Managed clients operating in silent mode cannot retrieve configuration information from
a configuration center. If you want to receive fault notifications from clients that are
operating in silent mode, you must configure the e-mail server settings for those clients.

Silent Mode

Managed

Managed Managed

Client Client

Client

Individual systems within the Self-Healing Services managed environment often play
multiple roles. Because the Self-Healing Services client software is installed on them, for
example, communication gateways and configuration centers also act as managed
clients. Communication gateways and configuration centers perform their specific
functions as well as the functions of a managed client.

Any machine that has the Self-Healing Services client installed on it becomes a managed
client. The only choices you must make are whether it is also to become a configuration
center, a communication gateway, or both. The following combinations are possible:

¢ Configuration center, communication gateway, and managed client
¢ Configuration center and managed client

¢ Communication gateway and managed client

e Managed client only

For a system to be used as a communication gateway, it must host the ISEE client and
have Internet access (or Internet access by web proxy).

A Self-Healing Services managed client must be installed on a machine that serves as
either a management server (in NNM or Service Desk, for example) or an agent (in OVO,
for example) in order to detect faults. The Self-Healing Services client will not detect
faults if it is installed on a remote console.

Chapter 1
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For a list of applications currently supported by Self-Healing Services, refer to the
following web page:

http://support.openview.hp.com/self healing downloads.jsp
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NOTE
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Self-Healing Process

Self-Healing Process

A managed client monitors supported software applications installed on it. When a
managed client detects a fault, it consults its rule configuration settings to determine if
it should ignore, suppress, hold, or submit the fault for analysis (see Table 3-2 on page 77
for descriptions of these rules). If the rule configuration settings say to hold or submit
the fault, the managed client immediately collects data and system information (see
“Data Collection” on page 31 for details), and creates an incident package. If the rule
configurations say to submit the fault, the managed client consults its filter policy
settings to determine whether data should be removed from the incident package before
it is submitted to HP; it then removes the specified data and sends the incident package
to an available communication gateway.

The communication gateway receives the incident package and sends it to HP for
analysis through a secure connection called ISEE—a multi-level, layered security
structure that uses encryption, authentication, industry-standard security protocols,
and best practices integrated at the physical, network, application, and operational
levels to protect your systems and data. Transactions from your enterprise network to
HP are restricted and tightly controlled through this single secure access point.

For additional information about ISEE, see the following web site:

http://www.hp.com/hps/hardware/hw enterprise.html

When the incident package arrives at HP, the following five things happen:

1. The Self-Healing Services entitlement system determines whether the system
handle/service agreement identifier (SAID) submitted with the incident package is
valid.

2. If the system handle/SAID is invalid, Self-Healing Services sends you a service
notification by e-mail with instructions about how to correct the entitlement issue.
This notification includes a link to an HP OpenView Self-Healing Services Support
web page where you can associate a valid system handle/SAID with this incident or
investigate the status of your support agreement with HP (see “Entitlement Action
Required Notification” on page 183).

3. If the system handle/SAID is valid, Self-Healing Services copies the incident
package to an HP Response Center server for support engineer access. If you choose
to open a support case, your HP support engineer will be able to immediately access
this copy of the incident package.

4. Self-Healing Services analyzes the incident package (see “Analysis” on page 31) and
generates a comprehensive incident analysis report. It then stores your incident
analysis report on a private and protected web page on the HP OpenView
Self-Healing Services Support web site.

5. Self-Healing Services sends you a service notification by e-mail containing a link
that you can use to access the report (see “Report Available Notification” on
page 182).
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Figure 1-6 Self-Healing Services Conceptual Architecture
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Data Collection

Data is collected for all faults that are not suppressed or ignored. The type and amount
of data is controlled by the context of the fault and the specific application that
experiences the problem. Whenever a fault is detected by the software, it passes
information known as “context” to the Self-Healing Services client. This context
information allows the data collector to target specific data relative to the fault. This also
prevents the collection of large amounts of irrelevant data, as it focuses the collection on
the problem being handled.

All collections include the base operating environment information: operating system,
version numbers, and so forth. They also include a list of the applications and
application patches installed on the machine. This allows for detection of missing
patches, conflicting patches, and conflicting applications. If the fault originated in an HP
OpenView software application that is fully integrated with Self-Healing Services,
additional targeted collections are performed. These targeted collections include key
data that is specific to the application. For additional information about what
information is collected, see Appendix C, “Data Collected,” on page 213.

Analysis

Once your system handle or service agreement identifier (SAID) is validated, the
analysis engine checks your application software patch level and determines what
software patches (if any) are required to bring your system up-to-date. The analysis
engine also searches the HP knowledge base and IT Resource Center (ITRC) Forums for
troubleshooting and solution documents that match the problem.

If the software fault occurred on an HP OpenView Operations (OVO) management
server or agent, the analysis engine performs a product configuration analysis and
determines if the parameter configuration values meet the minimum required values.

Report Life Cycle

Self-Healing Services incorporates an incident analysis report life cycle process that
enables you to manage your list of incident analysis reports. You can delete an incident
analysis report by “closing” the incident associated with the report (see Figure 5-6 on
page 138). If the closed incident is not re-opened within 90 days, the incident analysis
report associated with the incident is deleted and can no longer be viewed.

Incidents associated with incident analysis reports that you have not accessed for 30
days will also be demoted to the “closed” state automatically. However, you can always
access the incident analysis reports associated with closed incidents and re-open them if
the need arises. If a closed incident is not re-opened within 90 days, its associated
incident analysis report is deleted and can no longer be viewed.
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2

The Self-Healing Services Client User
Interface

This chapter describes the Self-Healing Services client user interface and how to access
it from a web browser.

Chapter 2
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In This Chapter

In This Chapter

This chapter contains the following topics:

e  “Overview” on page 35

e “Start or Stop the Self-Healing Services Client” on page 36
e “Start the Self-Healing Services User Interface” on page 37
¢ “Local Managed Client Page” on page 39

e “Configuration Center Page” on page 44
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Overview

Overview

The Self-Healing Services client includes a graphical user interface (UI) that allows you
to customize its functions, view incident summary reports, and examine individual
incident packages. The Ul is implemented as a set of web pages and is accessible to you
through your web browser. You can access the Ul from any system that can successfully
ping the system hosting the Self-Healing Services managed client.

The Self-Healing Services client UI has two main portal pages:

¢ The Local Managed Client page (provides the managed client view)
¢ The Configuration Center page (provides the configuration center view)

If you access a managed client or communication gateway using the UI, only the Local
Managed Client page is visible. If you access a configuration center, both portal pages
are visible.

You perform most of your Self-Healing Services customization by accessing the
configuration center using the Self-Healing Services client Ul and specifying the global
configuration settings there. These configuration settings are then automatically
retrieved from the configuration center by the communication gateways and managed
clients assigned to it.

The two exceptions are specific fault rule configuration and filter settings. Fault rule
configuration and filter settings are specific to each managed client. You can customize
these settings by accessing the UI functions available from the Local Managed Client

page.

Related Topics

“Start or Stop the Self-Healing Services Client” on page 36
“Start the Self-Healing Services User Interface” on page 37
“Local Managed Client Page” on page 39
“Configuration Center Page” on page 44
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TIP

Start or Stop the Self-Healing Services Client

You can start or stop the Self-Healing Services client at any time as follows.

For HP-UX or Solaris operating systems:

e To start Self-Healing Services, type this command:
<installDir>/bin/shsctrl -start

e To stop Self-Healing Services, type this command:
<installDir>/bin/shsctrl -stop

e To stop and restart Self-Healing Services, type this command:
<installDir>/bin/shsctrl -restart

¢ To determine whether Self-Healing Services is running, type this command:
<installDir>/bin/shsctrl -status

e To view the list of possible options for the shsctrl script, type:
<installDir>/bin/shsctrl -h.

In this case, <installDir> is the directory where Self-Healing Services is installed on
HP-UX and Solaris operating systems. By default, this is /opt/0OV.

For Windows operating systems:

e To start Self-Healing Services, type this command:
cscript <installDir>/bin/shsctrl.vbs -start

e To stop Self-Healing Services, type this command:
cscript <installDir>/bin/shsctrl.vbs -stop

e To stop and restart Self-Healing Services, type this command:
cscript <installDir>/bin/shsctrl.vbs -restart

¢ To determine whether Self-Healing Services is running, type this command:
cscript <installDir>/bin/shsctrl.vbs -status

e To view the list of possible options for the shsctrl.vbs script, type:
cscript <installDir>/bin/shsctrl.vbs -h.

In this case, <installDir> is the directory where Self-Healing Services is installed on
Windows operating systems. By default, this is C: \Program Files\HP OpenView.

If you start Self-Healing Services by using the shsctrl script, wait a moment before
proceeding to allow all Self-Healing Services component processes to initialize.
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Start the Self-Healing Services User Interface

After Self-Healing Services is running (see “Start or Stop the Self-Healing Services
Client” on page 36), you can access its user interface (UI). In your web browser, specify
the following URL:

https://<hostName>: <portNumber>/SAM

where <hostName> is the host name of the system where this Self-Healing Services
client resides, and <portNumber> is the port number that the client uses for https
communication. The default port number is 5814.

TIP Make sure to use https. If you use http, the Ul will not open.

The web browser does not need to be on the Self-Healing Services system that you are
accessing. It can be installed anywhere there is connectivity to the Self-Healing Services
managed environment.

Figure 2-1 Sign-In Page

HP OpenView Self-Healing Services
Version 02.60.040
Sign-in information
Username I
Fassword I
Hl Foroot user narne andfor password?
[Sonin
Type admin for both your initial user name and password. Then, click Sign-In. The Local
Managed Client page opens, as shown in Figure 2-2 on page 39.

NOTE Your initial user name and password are established when you install the Self-Healing
Services client. You can change your user name and password after you set up your
configuration center.

IMPORTANT If you are signed in to the Ul, and the Ul is idle longer than the time-out interval, your

user session times out, and you must sign in again.

Always click the Sign-out link to sign out of the Self-Healing Services client UI before
you close the web browser window. If you do not, you will have to wait for the existing Ul
session to time out before you can sign in again.
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The Self-Healing Services client UI allows only one user at a time for a particular host
(managed client or configuration center). If a Ul session is already active for that host,
you will be unable to sign in. You must either sign out of the UI, or the idle time-out
interval must expire before you can sign in to the Ul for that host again.

The default time-out setting is 10 minutes. Anytime after you set up the configuration
center, you can change the idle time-out setting on the User Name and Password page.
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Figure 2-2

Setup
Information

The Self-Healing Services Client User Interface
Local Managed Client Page

Local Managed Client Page

The Local Managed Client page contains links to the functions that apply to a particular
managed client. This page is available when you access a managed client using the
Self-Healing Services client user interface (see “Start the Self-Healing Services User
Interface” on page 37).

Managed Client View

» HP OpenView Home

» Self-Healing Services web site

ﬁ Local managed client

F You are currently not connected to HP. Il More Info
Systermn: myserer.us.mycompany.com

invent Configuration version: 2.0

Left

Navigation
Menu

» HF Openview Sel-Healing Services wersion: 02.60.040
Configuration center: Mot Connected

» Local managed client [Ty A

w Contact information This is the standard view: for this SeltHealing Services client. v

= Lger name & this client's configuration center and change the local client set
password

= Motification settings

» E-mail server settings » Contact information » User nan’

= ovstem assessment e —

» Communication View your primary contact infarmation including Wiew your Us.
dateways _ hame, telephone, e-mail address, system settings.

» Configuration center handle/SAID, and other information.

» Fule settings

= Trigoer settings

» Manual incident » Notification settings » E-mail se:
suhmission

# lrr;':]'ndﬁm Sl Wiewy ywour application fault and HP service Wie your -

: ) notification settings.
# Incident viewer

» Incident deletion
# Filter settings

» System assessment » Communi
I
» Local managed client Generate an inventory report of vour Openview Wiew COMmL
software (and associated system information) that  Sel-Healing
» Self-Healing Services iz manitored by SelfHealing Services.
setup
= Help
» Sign-out » Manual incident submission w Incident ¢
Fo e ——— - - — T ara A —— -

| Main Portal Area |
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Local Managed Client Page

The Local Managed Client page includes 3 primary parts:
¢ The main portal area
¢ The left navigation menu

¢ The setup information

TIP Click the Il button to view additional information about a particular item.
Click the Help link in the left navigation menu to display online help.
Main Portal Area
The main portal is the portion of the Local Managed Client page that lies to the right of
the left navigation menu and below the setup information. The main portal contains
links to and brief descriptions of each of the functions you can perform when you access a
managed client.
In Table 2-1, links to pages that are read-only are marked with an asterisk (*). The
information displayed on these pages is specified and maintained on the configuration
center associated with this managed client. These settings apply to all managed clients
associated with this configuration center.

Table 2-1 Local Managed Client Functions

Link Purpose

Contact information* The information on this page includes the primary
e-mail address where fault and service notifications
are sent. It also includes your system handle or
support agreement identifier (SAID), which must be
validated before your incidents can be analyzed.

User name & password* The information on this page includes the user name
that you use to sign in to the Self-Healing Services
user interface (Ul) as well as the e-mail address to
which your user name and password are sent if you
click the Forgot user name and/or password link on
the Sign-In page. It also includes the idle timeout
setting for the Self-Healing Services UI.

Notification settings* The information on this page includes the settings
that determine how Self-Healing Services fault
notifications are displayed in the OVO message
browser and the NNM incident browser. It also
includes the list of e-mail addresses to which fault
and service notifications are sent.

E-mail server settings* The information on this page shows you the e-mail
server settings that are used for offline operation.
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Table 2-1 Local Managed Client Functions (Continued)
Link Purpose
System assessment This page enables you to request a system

assessment for this managed client. A system
assessment is a report about the HP OpenView
software installed on this managed client and all of
the other managed clients, if any, assigned to the
same configuration center. It offers a software
inventory of the configuration center topology and
updates all of the baseline information for the
managed client from which it is submitted.

Communication gateways* This page lists the communication gateways
connected to this managed client and the status (up
or down) of each. You can add managed clients to or
delete them from the list by using the configuration
center.

Manual incident submission | This page enables you to submit an incident to HP
manually. This is useful if you want to test your
setup, or if a particular fault is not automatically
detected by Self-Healing Services

Incident summary report* This page contains a summary of the number and
types of incidents processed by Self-Healing Services
on this managed client during a particular period of
time.

Incident viewer This page enables you to search for and list incidents
that have occurred on this managed client. You can
view all the incidents for this client, or you can view
a subset that matches specific search criteria. You
can view the contents of the incident package for
each incident in the list as well.

Filter settings This page lists the data items that are removed from
incident packages before those packages are
submitted to HP for analysis. Filter settings are
established and maintained for each managed client.
You can establish different filter settings for each
managed client in your Self-Healing Services
managed environment.
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Table 2-1

Local Managed Client Functions (Continued)

Link Purpose

Rule settings This page enables you to establish the incident
processing rule settings for this managed client. The
first time a particular fault is encountered,
Self-Healing Services creates a new rule by copying
the settings of the default rule. Thereafter, the rule
specific to this fault is applied. After a specific fault
rule is created, the rule's settings can be changed,
allowing the behavior for each fault to be customized.
Specific fault rules are maintained on each managed
client; default rules are maintained on the
configuration center.

Trigger settings This page enables you to configure a managed client
to trigger fault events based on error messages that
appear in HP OpenView product log files or based on
error/crash files created under specific HP OpenView
product directories. On Windows systems, you can

also create triggers based on the Windows event log.

Self-Healing Services setup This page enables you to run the Self-Healing
Services setup function. By using this function, you
can either create a new configuration center or
associate this client with an existing configuration
center. If the system hosting this client has HP
Instant Support Enterprise Edition (ISEE) installed
and running, you can also create a communication
gateway

Configuration center If this managed client is connected to a remote
configuration center, this page enables you to remove
the association between the managed client and the
configuration center. This is useful, for example, if
you decide to host the configuration center on a
different system.

If this managed client is also a configuration center,
this link opens the Configuration Center view of the
Self-Healing Services Ul.

Left Navigation Menu

The left navigation menu contains links to all the functions listed on the main menu. It
also contains links to the following items:

The online help system for the Self-Healing Services UL
The Sign-Out page.
The Analysis Reports page on the secure HP server.

The software Downloads page for Self-Healing Services.
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Setup Information

The setup information tells you five things:

e  Whether or not this client is connected to HP through a communication gateway.
If the following message appears, this client is operating in disconnected mode:
You are currently not connected to HP.

If no message appears, this client is connected to a communication gateway.

Immediately after installation, every client is in disconnected mode because it is not
yet connected to a communication gateway. When you run the Self-Healing Services
setup function, you can either make this client a communication gateway—in which
case the ISEE client must be installed, configured, and running on this system—or
you can connect this client to a remote communication center. You can also choose to
continue operating this client in disconnected mode.

¢ The host name of the system where this managed client resides.

This host name matches the host name you specified in the URL when you started
the Self-Healing Services Ul (see page 37).

¢ The current configuration version.

The configuration version for every client is initially 2.0. Each time the configuration
settings are modified on the configuration center, the number to the right of the
decimal point is incremented by 1. The first time the configuration settings change,
the configuration version becomes 2.1; the twelfth time, it becomes 2.12. This
happens on the configuration center.

Every update cycle (default is 24 hours), each managed client checks its own
configuration version number against that of the configuration center. If the
configuration version of the managed client is less than that of the configuration
center, the managed client retrieves updated settings from the configuration center.

When you reset the configuration center from the Local Managed Client page, the
configuration version for that managed client becomes 2.0 again.

¢ The version number for the client software.
In this example, the software version number is 02.60.040.
¢ The name of the configuration center, if any, that this managed client is connected to.

Immediately after installation, the client is not connected to a configuration center.
When you run the setup function, you can either make this client a configuration
center, or you can connect it to an existing configuration center. You can also choose
to continue operating this client in silent mode (for additional information about

silent mode, see “Self-Healing Services Roles” on page 25).
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Configuration Center Page

The Configuration Center page contains links to the configuration functions that apply
to all clients in the Self-Healing Services managed environment. This page is available
when you access a configuration center using the Self-Healing Services client user

interface (see “Start the Self-Healing Services User Interface” on page 37).

Figure 2-3 Configuration Center View
» HPF OpenView Home
» Self-Healing Services web site
Wl Configuration center
Systemn: localhost
Setup : inwvent Configuration wersion: 2.13
Information ' : ) )
HF COpentiew Sel-Healing Services version: 02.60.040
» Configuration center  [{TTEIT0 AN
w Contact information The canfiguration center allows yau to manage the configuration
Left. . = Lser name & Services client as well as the configuration settings for other Selt
Navigation . passward manaded by this configuration center.
Menu » Motification settings
» E-mail semer settings
» Managed clients » Contact information » User name
= Communication
gateways _ Wiesy wour primary contact information including Wiews your use
» Default rule sefting name, telephone, e-mail address, system settings.
» Manual incident handle/SAID, and other infarmation.
subhmission
# Incident summany
report » Notification settings » E-mail ser
» Deactivate
configuration center Yiews your application fault and HP service Wiews wour e-r
natification settings. host [P addre:
= Configuration center
» Local managed client » Managed clients » Communi.
. i Specify other Sel-Healing Services clients to be Specify comim
» Self-Healing Services managed hby this configuration center. Sel-Healing £
setup
= Help
Sign-out .. . .
>l » Manual incident submission » Incident s
Related links: Wanually submit an incident to HP far analysis. Yiew the sum
= Analysis reports Services clier
= Downloads center.
Main Portal Area |
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TIP

Table 2-2

The Self-Healing Services Client User Interface
Configuration Center Page

The Configuration Center main portal page includes 3 primary parts:

¢ The main portal area
¢ The left navigation menu

¢ The setup information

Click the Hll buttons in the Self-Healing Services Ul to display additional information.
Click the Help link in the left navigation menu to display online help.

Always click the Sign-out link to log out of the Self-Healing Services client user interface
before you close the web browser window. If you do not, you will have to wait for the
existing session to time out before you can log on again. The time-out interval is
configurable (see “Change Your User Name or Password” on page 51).

Main Portal Area

The main portal is the portion of the Configuration Center page that lies to the right of
the left navigation menu and below the setup information. The main portal contains
links to and brief descriptions of each of the functions you can perform when you access a
configuration center.

Configuration Center Functions

Link Purpose

Contact information This page enables you to specify your primary
contact information for this Self-Healing Services
managed environment. This includes the primary
e-mail address where fault and service notifications
will be sent. It also includes your system handle or
support agreement identifier (SAID), which must be
validated before your incidents can be analyzed.

User name & password This page enables you to specify the user name and
password that you use to sign in to the Self-Healing
Services user interface (UI) on this system. It also
enables you to specify an e-mail address to which
your user name and password are sent if you click
the Forgot user name and/or password link on the
Sign-In page. This page is also where you establish
the idle timeout setting for the Self-Healing Services
Ul

Notification settings This page enables you to specify how you want to
display Self-Healing Services fault notifications in
the OVO message browser or the NNM incident
browser. It also enables you to specify additional
e-mail addresses for fault and service notifications.

E-mail server settings This page enables you to specify e-mail server
settings for offline operation.
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Table 2-2 Configuration Center Functions (Continued)
Link Purpose
Managed clients This page lists the managed clients connected to this

configuration center. You can add managed clients to
or delete them from the list by using this page.

Communication gateways This page lists the communication gateways
connected to this configuration center and the status
(up or down) of each. You can add managed clients to
or delete them from the list by using this page.

Manual incident submission | This page enables you to submit an incident to HP
manually. This is useful if you want to test your
setup, or if a particular fault is not automatically
detected by Self-Healing Services

Incident summary report This page contains a summary of the number and
types of incidents processed by Self-Healing Services
on all managed clients associated with this
configuration center during a particular period of
time.

Default rule setting This pages enables you to establish the default
incident processing rule setting: Submit, Suppress,
Hold, or Ignore. The first time a particular fault is
encountered, the default rule is applied.

Self-Healing Services setup This page enables you to run the setup function,
which allows you to specify the Self-Healing Services
role that a particular client will play.

Deactivate configuration This page enables you to turn off the configuration

center center function for this client. This is useful if you
decide to host the configuration center on another
system.

Left Navigation Menu

The left navigation menu contains links to all the functions listed in the main portal
area. It also contains links to the following items:

e The Local Managed Client hosted on the same system as this configuration center.
e The Self-Healing Services Setup function.

e The online help system for the Self-Healing Services UI.

e The Sign-Out page.

¢ The Analysis Reports page on the secure HP server.

¢ The software and documentation Downloads page for Self-Healing Services.

Setup Information

The setup information for a configuration center tells you four things:
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Whether or not this client is connected to HP through a communication gateway.
If the following message appears, this client is operating in disconnected mode:
You are currently not connected to HP.

If no message appears, this client is connected to a communication gateway.

Immediately after installation, every client is in disconnected mode because it is not
yet connected to a communication gateway. When you run the Self-Healing Services
setup function, you can either make this client a communication gateway—in which
case the ISEE client must be installed, configured, and running on this system—or
you can connect this client to a remote communication center. You can also choose to
continue operating this client in disconnect mode.

The host name of the system where this configuration center resides.

This host name matches the host name you specified in the URL when you started
the Self-Healing Services Ul (see “Start the Self-Healing Services User Interface” on
page 37).

The current configuration version.

The configuration version for every client is initially 2.0. Each time the configuration
settings are modified on the configuration center, the number to the right of the
decimal point is incremented by 1. The first time the configuration settings change,
the configuration version becomes 2.1; the twelfth time, it becomes 2.12. This
happens only on the configuration center.

Every update cycle (default is 24 hours), each managed client checks its own
configuration version number against that of the configuration center. If the
configuration version of the managed client is less than that of the configuration
center, the managed client retrieves updated settings from the configuration center.

When you reset the configuration center from the Local Managed Client page, the
configuration version for that managed client becomes 2.0 again.

The version number for the client software.

In this example, the software version number is 02.60.040.
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Customizing Your Self-Healing
Environment

This chapter explains how to use the Self-Healing Services client user interface to
customize the behavior of HP OpenView Self-Healing Services for your environment.

Chapter 3
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In This Chapter

In This Chapter

This chapter contains the following topics:
e “Specifying Global Settings at the Configuration Center” on page 51

— “Change Your User Name or Password” on page 51

— “Customize the Default Rule Settings” on page 55

— “Configure the Notification Settings” on page 57

— “Configure the E-mail Server Settings” on page 64

— “Change Your Contact Information” on page 66

— “Add, Edit, or Remove Managed Clients” on page 68

— “Add, Edit, or Remove a Communication Gateway” on page 73
e “Customizing Settings for Each Managed Client” on page 77

— “Customize the Specific Fault Rules” on page 77

— “Customize the Triggers” on page 81
e “Advanced Functions” on page 87

— “Deactivate a Configuration Center” on page 88

— “Deactivate a Communication Gateway” on page 91

— “View or Modify the Configuration Center Settings” on page 92

NOTE To improve the clarity of the screen images in this chapter, the left navigation menus are
not shown.

50 Chapter 3



NOTE

Customizing Your Self-Healing Environment
Specifying Global Settings at the Configuration Center

Specifying Global Settings at the Configuration Center

Most of the configuration and customization that you will do for your Self-Healing
Services managed environment happens at the configuration center. The purpose of the
configuration center, in fact, is to be the repository for all global configuration settings.
These settings are periodically retrieved by the managed clients assigned to the
configuration center. Specific fault rules, filter settings, and triggers are customized for
each managed client; you can customize these items by using the Local Managed Client

page.

A managed client retrieves configuration settings from its configuration center once
every update cycle (24 hours by default) and whenever that managed client is restarted.
See “Start or Stop the Self-Healing Services Client” on page 36 for additional
information.

When you run the Self-Healing Services setup function immediately after installation,
you establish most of the configuration settings for your environment. See the HP
OpenView Self-Healing Services Installation Guide for more information about the setup
function. The information in this guide pertains to changes that you make after the
initial setup is completed.

Change Your User Name or Password
You can change any or all of the following settings on the User Name & Password page:

¢ User name

¢ Password

¢ E-mail address for forgotten sign-in information
¢ Idle timeout setting

When you install Self-Healing Services, your initial user name and password are both
set to admin. Be sure to change your initial user name and password to make your
Self-Healing Services installation more secure.

The e-mail address shown in the Current e-mail address box is where Self-Healing
Services sends your user name and password if you click the Forgot user name and/or
password link on the Sign-In Information page. If the Current e-mail address box is
blank, and you do not specify an e-mail address, this information is sent to the e-mail
address specified on the Contact Information page for this configuration center.

The idle time-out setting specifies the time, in minutes, after which the system should
automatically sign out an inactive user. This is also the time that you must wait to sign
in to the Self-Healing Services Ul again if you close its browser window without first
signing out. Changes to this setting do not take effect until Self-Healing Services is
restarted.

The required field indicator (*) applies only within a particular setting. For example, if
you want to change your password but not your user name, you do not need to specify
anything in the New user name box even though it is marked as a required field.
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Figure 3-1
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Configuration Center—User Name & Password

User name & password

This form allowes vou to change your user name, password, and confirmation e-mail address. [fyou
forget your user name or password, Self-Healing Services can send that information to the
confirmation e-mail address that vou specify, You can also change the idle timeout from this form.
This is the amaunt oftime, in minutes, afterwhich the systerm will automatically sign-out an idle
session. Clickthe "Cancel" hutton ifyou do natwantto save your changes. Click the "Save" hutton
to update your information.

*=required fields (Mote: Each section an this screen has its own required fields, which are anly
reguired by that section. Yaou can leave the required fields blank in sections you are nat chanaging.)

E-mail address information

Enter the e-mail address to which you want your user name and password sent if you forget this
information.

Current e-mail address jsmith@mycompanty.com

Mlew e-mail address |

User name information

Current user name admin

MHew User name* |

Password information

Current password® |

Mlew passwiord® |

Fe-trpe new password® |

Idle timeout

Enter the time, in minutes, after which the system shoold automatically sign-out an inactive user ithe
nesw walue will not take effect until the system is restarted).

Current idle timeaout 10 minutes

Mew idle timeout I minutes
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To access the User Name & Password page:

1. Start and sign in to the Self-Healing Services user interface (UI) for the
configuration center.

To change any of the settings on the User Name & Password page, you must access
the configuration center. This page is read-only for managed clients.

2. In the left navigation menu, click User name & password.

To change your user nhame, password, e-mail address or idle timeout setting:

1. To change your e-mail address for sign-in information, type a different e-mail
address in the New e-mail address box.

2. To change your user name, type the new user name in the New user name box.

3. To change your password, follow these steps:

a. In the Current password box, type your existing password.
b. In the New password box, type your new password.
c. In the Re-type new password box, type your new password again.

4. If you want to change the idle timeout setting, type the new timeout duration (in
minutes) in the New idle timeout box.

If you specify a new idle timeout period, the change will not take effect for the
configuration center until you restart Self-Healing Services. It will not take effect for
the managed clients assigned to the configuration center until they update their
configuration information.

5. Click Save. Your changes are saved and can then be shared with the managed clients
assigned to the configuration center that you are working with.

If you want to return to the main Configuration Center page without saving your
changes, click Cancel.

TIP You can change your user name, password, e-mail address, or idle timeout setting
independently. Simply leave the text fields empty for the fields that you do not want to
change.

Each of the sections on this page has its own required fields, which are required only
when changing the settings in that section.
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Customize the Default Rule Settings

Self-Healing Services detects software faults on the managed client systems where it is
installed. When it detects a fault, Self-Healing Services consults the fault rules for that
particular fault to determine whether to submit, suppress, hold, or ignore the fault. It
then performs the action specified in the rule.

Setting: Action:

Submit Self-Healing Services collects context-specific troubleshooting
and system data at the time that the fault occurs and places the
data in an incident package. The incident package is then
immediately processed based on the filtration settings for that
managed client and sent to the communication gateway. The
gateway submits the incident to HP via ISEE.

Suppress Self-Healing Services determines whether the same fault was
already submitted to HP within the selected suppression time
period. If it was, the fault is ignored (see Ignore). If it was not,
the fault is submitted (see Submit). Only one instance of the
fault is submitted for each increment of the suppression time
period. The default suppression time period is 8 hours.

Hold Self-Healing Services collects context-specific troubleshooting
and system data at the time the fault occurs and places the data
in an incident package. The incident package is then held until
you explicitly release it to be submitted to HP (see Submit).

Ignore No action is taken.

NOTE

There are two types of rules: specific fault rules and the default rule. The first time a
particular fault is encountered on a managed client, Self-Healing Services creates a new
rule for that fault by copying the settings of the default rule. Thereafter, the rule specific
to this fault is applied. After a specific fault rule is created, the rule's settings can be
changed, allowing the behavior for each fault to be customized. Specific fault rules are
maintained on each managed client; default rules are maintained on the configuration
center. Specific fault rules are derived in one of two ways:

¢ They are created when a specific type of fault is detected at least once on a managed
client.

¢ They are provided with Self-Healing Services (only for managed clients).

You can customize the fault rules on each of your managed clients to meet the needs of
your environment. To do this, use the Local Managed Client page in the Self-Healing
Services user interface. Each managed client has its own set of specific fault rules.

The default rule settings for a configuration center are automatically retrieved by the
managed clients assigned to it. The managed client default rule settings are overwritten
by the configuration center default rule settings.
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Figure 3-2 Configuration Center—Default Rule Setting

Default rule setting

Default rule

Action IHDId 'I
Suppression Time ID vIH.;.urg 0 = minutes

v

To access the Default Rule Setting page:

1.

2.

Start and sign in to the Self-Healing Services user interface (UI) for the
configuration center.

In the left navigation menu, click Default rule setting.

To configure the default rule settings:

1.
2.

TIP

In the left navigation menu, click Rule configuration.

From the Action list, choose the default rule action that you want to use: Hold,
Suppress, Submit, or Ignore (see rule settings).

If you set the default rule action to Hold, you can manually remove (filter out)
specific data from every incident package before it is submitted to HP. This ensures
that sensitive data, not already removed from each incident package by your filter
settings, is not submitted to HP.

. If you chose Suppress as the default action, specify the suppression time in hours

and minutes. The minimum suppression time is 1 minute; the maximum is 23 hours
and 59 minutes.

. Click Save.
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Configure the Notification Settings

There are two types of notifications that Self-Healing Services provides: fault
notifications and service notifications.

A fault notification occurs when a fault is either submitted to HP or placed on hold. The
locally installed Self-Healing Services client will e-mail fault notifications to you and
anyone else that you specify. However, you must first configure both your notification
settings, as described below, and your e-mail server settings (see “Configure the E-mail
Server Settings” on page 64) on the configuration center.

In addition to e-mail, you can receive fault notifications from Self-Healing Services
through your HP OpenView Operations (OVO) or Network Node Manager (NNM)
browser.

Self-Healing Services does not support OVO message browser notification on Windows
operating system. This feature is only available on HP-UX and Solaris operating
systems.

A service notification occurs when one of the following things happens:
¢ You perform a connectivity test.

¢ An incident is submitted to HP through Self-Healing Services.

¢ A fault is submitted to HP with an invalid system handle/SAID.

¢  You upload additional data for an open support case and submit it to HP through
Self-Healing Services.

The Self-Healing Services server at HP will e-mail service notifications to you by default
when one of these events occurs. If you want anyone else to also receive copies of your
service notifications, you must add their e-mail addresses to the list of recipients. See
“Understanding Service Notifications” on page 179 for additional information.

Chapter 3

57



Customizing Your Self-Healing Environment
Specifying Global Settings at the Configuration Center

Figure 3-3 Fault Notification Example

From: HP OpenView Software Support
[mailto:openview-3elf-heal ingfhp. com ]

Zent: Jaturday, December 02, 2006 l2:22 PH
To: Smith, John

Subject: RBeport Awailable: "Test 1™ - HP OpenWiew Self-Healing
Serwices
Thisz message has been automatically generated. Please do not reply
to this message.
¥our recently submitted HP OpenWView Self-Healing Serwices incident
has been analvyzed, a report haz been generated and it iz awvailable
on the HP OpenView Zupport web site. Please wiew your HPF OpenView
Incident Analysis Report at the following web address [(HP Passport
zign-in & active support contract redquired):
http: Asupport.openwiew. hp . con/software fanalysis/report?incident=
Qoooooooooo-00000000-0000000000=-0000000000000
After you sign-in with an HP Passport account, you may need to
provide the HP OpenWiew Support system handle f serwice agreement
identifier ([3AID) which was used to submit the incident. ¥ou can
find this system handle / 3ATD in the HP OpenWView Self-Healing
Zervices client contact information located on the systen from
which this incident was submitted.
Thisz report will prowide vyou with customized information and
azsistance to help you solwe your software difficultiezs and keep
Your systems runtiing swoothly. In the event that y¥ou reqguire
personal assistance, you will also be able to create a support
case for thiz incident from the incident analysizs report.

Incident Summary:

Date/Time: Dec 2, 2006 7:15:0%9 PM GHMT

SYSten name: LWYSErver, Us . RyCOompany. Cokl

Product: Self-Healing Serwvices

Incident ID: aoooo0oooon0-00000000-0000000000-0000000000000
Short degcription: Test 1

Problem Detail:
This will test the submission path and notification flow.
Thank wou,
HPF Open¥View Zelf-Healing Jervices Team
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Service Notification Example

From: HP Open¥iew 3Zoftware 3upport
[mailto:openview-selfhealinglfhp.com]

Sent: Sunday, December 03, 2006 08:35 AM

To: Smith, John

Subject: Additional Data Eedquested for 3upport Case - HP Open View
Gelf-Healing Serwvices

Thiz message has been automatically generated. Flease do not reply
to this message.

HPF Software Jupport is requested additional data from vou with
regard to the support case (JanpleCazselIld) that vou subnitted f£or
incident O0000000QO00O0-00000000-0000000000-0000000000000. Please
view the additional data redquest and the instructions on how to
submit any data f£iles at the web address below (HP Passport sign-
in & actiwve support contract required):

-  http://support.openview.hp.con/softwaresanalysissreportr?inc
ident=000000000000-00000000-0000000000-0000000000000

Support Case SUnmMAry:

Date /Tine: Decembher 3, 2006 12:02:55 AM GMT
Support Caszse ID: SJamnpleCazelID
Title: SJample Jupport Case

Incident Summary:

Date /Time: December 2, 2006 5:01:4& PM GHMT

Gvstem hame: L¥Server.us. WyCoupany. comn

Product: network node manager

Incident ID: oooooooooo0o0-0a000000-0000000000-
qoooooooooooon

Short dezcription: File doez not exiszt

Problem Detail:
File does not exist.

Thank ou,
HF Open¥View 3Zelf-Healing Jervices Team
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Figure 3-5 Configuration Center—Notification Settings

Notification settings

Flease note that the settings made on this screen will be applied to all SelfFHealing Services
clients managed by this configuration center. If changes were made locally on these clients, the
local changes will he overwritten.

Fault notification options

W Cperations (VO message browser IWarning 'I
v Metwork Node Manager incident browser IWarning TI

(o

Fault notification & HP service nofification e-mail addresses

Fault notification e-mails are sent from the Sel-Healing Services client when a fault is detected and an
incident package is submitted to HF or placed on hold. HP service notification e-mails are sent from
HPF when anincident analysis report is available and when other key SelfHealing Services events

acocur.
Fault il
Delete | E-mail address Country/Region notification BE_FHII:E_
notification
* jsmith@mycompary.com Lnited States

* Primary contact cannot be deleted.

Delete Checked E-mails » Save Checked Notifications »
Add E-mail Address »

To access the Notification Settings page:

1. Start and sign in to the Self-Healing Services user interface (UI) for the
configuration center.

2. In the left navigation menu, click Notification settings.
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To configure OVO or NNM to receive fault notifications:

1. In the Fault notification options section, select one or both of the following fault

notification options:
e Operations (OVO) message browser (not available on Windows systems)
e Network Node Manager incident browser

By default, if OVO or NNM is installed on this system, browser notification is turned
on. To turn it off, clear the check box.

. For each browser that you selected in step 1, choose the fault severity that you want

Self-Healing Services to assign to the fault notification: Critical, Major, Minor,
Warning, or Normal.

Fault notification options

W Cperations (VO message browser YWarning 'I

Critical

v Metwork Mode Manader incident browser

binor

- Warning

Mormal

. Click Save.

Self-Healing Services does not verify which HP OpenView applications are installed
on your system. If you select the OVO message browser check box or the NNM
incident browser check box, make sure the respective application is installed and
running on this system. If you select the OVO message browser check box, also be
sure that OVO is configured to send messages to the OVO management server.
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To add an e-mail address to the notifications list:

1. Click Add E-mail Address.

Add notification e-mail address

Add e-mail address for notification

*=required fields

E-mail address® heanmarc@mycnmpanyﬁnm

¥ ity e-mail client accepts UTF-8 H viore info

CountrRegion® |Fran|:e j

Motification type ¥ Faultnofification W Service notification

2. In the E-mail address box, type the e-mail address to which you want Self-Healing
Services to send notifications.

3. Select the country to which this e-mail will be delivered.

4. If your e-mail client does not accept UTF-8 encoding, clear the My email client
accepts UTF-8 box.

Most mail readers do support UTF-8 encoding. If this box is not selected, e-mail will
be sent using US-ASCII encoding, which only supports United States (US) based
characters.

5. Optional: Select Fault Notification if you want the Self-Healing Services client to
notify this individual by e-mail when an incident package is submitted to HP or
placed on hold.

6. Optional: Select Service Notification if you want the Self-Healing Services server to
send service notifications from HP to this individual.

7. Click Save. The Notification settings page is displayed again, and the list now
includes the e-mail address that you just added.

Repeat these steps to add another e-mail address.

62 Chapter 3



Customizing Your Self-Healing Environment
Specifying Global Settings at the Configuration Center

To change the notification type settings for one or more e-mail addresses in the list:

1. On the Notification Settings page, select Fault Notification, Service Notification, or
both for each e-mail address in the list:

Fault notification & HP service notification e-mail addresses

Fault notification e-mails are sent from the Self-Healing Services clientwhen a fault is
detected and an incident package is submitted to HF ar placed an hald. HP service
natification e-mails are sent from HF when an incident analysis report is available and
when other key SelfHealing Services events occur.

HP
Fault _
E-mail address CountryRegion notification se_nm:e_
notification

jEmith@mycompary.com * United States v

*

[ [eanmarc@mycompary.com  France r v

* Primary contact cannot be deleted.

Delete Checked E-mails » Save Checked Notifications »

2. Click Save Checked Notifications.

To edit the settings for an individual e-mail address in the list:

1. On the Notification Settings page, in the E-mail address column, click the link for
the e-mail address that you want to work with.

2. Change the settings as needed.
3. Click Save.

NOTE To edit the primary contact, which is the first e-mail address listed on this page, click the
Contact information link in the left navigation menu, and edit the information on the
Contact Information page.

To delete an e-mail address from the notification list:

1. On the Notification Settings page, in the Delete column, select box corresponding to
the e-mail address (or addresses) that you want to delete.

2. Click Delete Checked E-mails.
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NOTE

NOTE

Configure the E-mail Server Settings

The E-mail Server Settings page is read-only when you are accessing a managed client
using the Self-Healing Services user interface. To change your e-mail server settings,
you must access the configuration center.

If your Self-Healing Services managed environment is not connected to HP through a
communication gateway, you must configure your e-mail server settings so that you can
receive fault notifications. You cannot complete the setup process for a configuration
center until you either establish a communication gateway or specify your e-mail server
settings.

To access the E-mail Server Settings page:

1. Start and sign in to the Self-Healing Services user interface (UI) for the
configuration center.

2. In the left navigation menu, click E-mail server settings.

To configure your e-mail server settings:

1. In the IP Address box, type the IP address of the SMTP mail server that will be used
to send notifications from Self-Healing Services to the recipients you specify on the
Notification settings page.

2. Choose one of the following two options:

¢ In the From E-mail Address box, type the e-mail address that fault notifications
will appear to come from.

For example, if the From e-mail address is janesmith@xyz.com, your fault
notifications will appear to come from janesmith@xyz.com.

¢ In the E-Mail Domain box, type the domain that fault notifications will appear to
come from.

For example, if the E-mail domain is xyz.com, your fault notifications will appear
to come from HP_Self Healing Agent@xyz.com.

If you provide both a From e-mail address and an E-mail domain, the From e-mail
address is used.

3. Optional: In the SMTP Port box, specify the SMTP port on which the SMTP mail
server is listening; the default is port 25.

4. Optional: In the Retry Frequency box, type the number of times that Self-Healing
Services will attempt to connect to the SMTP mail server; the default is 3 attempts.

5. Optional: In the Socket Timeout box, specify the length of time in minutes after
which a time-out will occur on the socket connection to the SMTP mail server; the
default is 5 minutes.

6. Optional: In the Sleep Time box, specify the length of time in minutes that
Self-Healing Services sleeps between retries; the default is 3 minutes.

7. Optional: In the Server Admin IP Address, specify the administration IP address for
the SMTP server; this information is normally not required.
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8. Click Save. Your changes are saved and automatically downloaded to the
communication gateways and managed clients assigned to this configuration center.

Figure 3-6 Configuration Center—E-mail Server Settings

E-mail server settings

E-mail server settings

[fyau want to receive fault notification e-mails sent fram your Self-Healing Services clients,
enter your e-mail server settings below. This is recommended when your Sel-Healing
Senices clients are not connected to HP through a communication gateway. Click 'Save' to
save your information. Click 'Cancel' to disregard the settings you entered.

*=required fields
** = one ofthesze fields is required

IP address* |99 _|99 _|99 |99

From E-mail address™ |disu::|:|nnected@mycumpaw.cnm

E-mail domain®™

SMTF port* |25

Retry frequency™ |3—
socket timeout® IE—
Sleep time* |3—

Server admin IP address | |
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Change Your Contact Information

NOTE The Contact Information page is read-only for managed clients and communication
gateways. You can only change your contact information on a configuration center.

You can, however, perform a connectivity test from the Contact Information page on a
managed client or a communication gateway. Click Send Connectivity Test to perform
this test.

When you create a configuration center using the Self-Healing Services setup function,
you must provide your contact information. You can change or add to your contact
information for that configuration center at any time thereafter. After you update your
contact information on a configuration center, the information is shared with all
managed clients and communication gateways associated with that configuration center.

To enter your contact information, type or paste the information in the boxes provided.
Boxes marked with an asterisk (*) are required.
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Figure 3-7

Contact Information Page

Contact information

Customizing Your Self-Healing Environment
Specifying Global Settings at the Configuration Center

Entervour primary contact information below. Click 'Save'to save yvour infarmation. Click
'"Cancel'to disregard the infarmation you entered.

*=required fields
Frefi:

First narne®

Last narme™®
Suffix

To e-mail address®

Telephane*
CompamgiCrganization®

CountrywRegion®

Systermn Handle/SAID*

|.J|:|hn

|Smith

hsmith@mycnmpany.cum

¥ My e-mail client accepts UTF-8 H iore info

|1-500-555-1234

IM'_-,-' Widget Company

IUnited States j

MY COMPANY2007 Il ore info

System handlerSAID iz case sensitive.

Save and Send Connectivity Test »

To change your contact information:

1. In the configuration center view, click the Contact information link in the left
navigation menu. The Contact Information page opens (see Figure 3-7 on page 67).

2. Change your contact information as needed. Items marked with an asterisk (*) are

required.

3. If your e-mail client does not accept UTF-8 encoding, clear the My e-mail client
accepts UTF-8 check box. Most mail readers do support UTF-8 encoding. If this
check box is not selected, e-mail will be sent from HP using US-ASCII encoding,
which only supports United States (US) based characters.

4. In the System Handle/SAID box, type your system handle or service agreement

identifier (SAID).
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IMPORTANT

NOTE

Your system handle/SAID is case-sensitive. If you change this field, Be sure to type
your customer-specific HP OpenView application system handle/SAID exactly as it
appears in your support contract with HP.

If you type it incorrectly, all your faults that get submitted to HP will fail the
entitlement check, and you will have to manually re-associate each incident
submitted with a valid system handle/SAID to resolve the entitlement check failure.
See “Entitlement Action Required Notification” on page 183 for details.

5. Choose one of the following options:

e To save your changes without performing a connectivity test, click Save.

e To save your changes and then perform a connectivity test for the configuration
center, click Save and Send Connectivity Test.

If the connectivity test is successful, you will receive a service notification
welcoming you to Self-Healing services (see Figure 6-1 on page 181). If a
connectivity test fails due to an entitlement issue, you will receive a service
notification from Self-Healing Services indicating that the system handle/SAID
is invalid. See “Entitlement Action Required Notification” on page 183 for
further information and instructions. If you do not receive either notification, see
“Diagnosing a Problem Using E-Mail Messages” on page 194.

When you save your changes at the configuration center, they are automatically
downloaded to the communication gateways and managed clients assigned to it.

To perform a connectivity test for a communication gateway or managed client, follow
these steps:

1. Open the Self-Healing Services Ul for that client.
2. Click the Contact information link. The Contact Information page opens.
3. Click Send Connectivity Test.

Add, Edit, or Remove Managed Clients

You can add, edit, or remove managed clients assigned to a configuration center at any
time using the Managed Clients page. This page lists the managed clients assigned to a
configuration center (see Figure 3-8 on page 69). Because the configuration center also
serves as a managed client, the configuration center appears in the list of managed
clients. Because communication gateways also serve as managed clients, the
communication gateways assigned to the configuration center also appear in the list.
The following information is displayed for each client in the list:

¢ The port number for the Self-Healing Services client.

¢ The date on which its configuration information was last updated.
e The current configuration version.

¢ The number of faults it has on hold.

The configuration version for a configuration center is incremented each time you
change its configuration. The configuration version for gateway and managed clients
indicates the latest configuration version each node has downloaded from the
configuration center.
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Managed clients are automatically added to the list when you configure them during the
Self-Healing Services setup process. You do not need to manually add any managed
clients to the list if they were configured during setup.

Figure 3-8 Managed Clients Page

Managed clients

Displaying managed Self-Healing Services client{s) (1-2 of 2)

Click the host name value to view or edit the properties of 2 specific managed client.
Click the ‘Add Managed Client' button to add another client by host name and port.
Click the Incidents on hold'value to view a list of incidents far a specific client.

m d.tEd date Eu"rnur.tlu"
VErsion

* myserer.Us. mycompanycom* 5814 Dec 04, 2006 221

r gales Uk mMycompany.com 5814  Dec 04, 20068 2.2

(%)

I support asiamycompanycom - 5814 Dec 04, 2006 2.21

[=3]

*The local client cannot be edited.

** Indicates a gatewsay client. This can be edited anly from the communication
nateway client page.

TIP By default, the clients in the table are listed alphabetically by host name. You can sort
the managed client table by Host name, Updated date, or the number of Incidents on
hold by clicking the link at the top of the appropriate column.

To add a managed client to the list:

1. In the configuration center view, click Managed clients in the left navigation menu.
The Managed clients page opens (see Figure 3-8 on page 69).

2. Click Add managed client. The Add Self-Healing Services client page opens (see
Figure 3-9).

3. In the Host name box, type the host name or IP address of the managed client that
you want to assign to this configuration center.

4. In the Port box, type 5814 for the port number—unless you will be changing the
Self-Healing Services client default port number as described in the HP OpenView
Self-Healing Services Installation Guide. In that case, use that port number instead.

5. Click Save.
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The Managed clients page is displayed again (see Figure 3-8). The list now includes
the managed client you just added.

NOTE The maximum number of managed clients that can be supported by a single
configuration center is 100.

A managed client can only be assigned to one configuration center. If you attempt to add
a managed client that is already assigned to a configuration center, you get an error.
Similarly, if you attempt to add a client that is, itself, a configuration center, you get an
error.

Figure 3-9 Add Self-Healing Services Client Page

Add Self-Healing Services Client

Self Healing Services client settings

* = required fields

Host narme* Imktg.hrazil.mycumpany.cnm

Port* IEBH
(e | E
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To change the port number for a managed client already assigned to this configuration
center:

1. In the configuration center view, click Managed clients in the left navigation menu.
The Managed clients page opens (see Figure 3-8 on page 69).

2. Click the Host name link for the node with which you want to work. The Edit
managed client page opens (see Figure 3-10 for an example).

3. In the Port box, type the new port number.
4. Click Save.

Figure 3-10 Edit Managed Client Page

Edit Managed Client

Edit Self-Healing Services clients
* = required fields

Host name* gales.uk.mycampany.com

Paort* IEB??
[ | ==l
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To remove a managed client from the list:

1. In the configuration center view, click Managed clients in the left navigation menu.
The Managed clients page opens (see Figure 3-8 on page 69).

2. In the Delete column, click the check box for each node that you want to remove from
the list.

3. Click Delete Checked Client.

Figure 3-11 Managed Clients Page with Clients Marked for Deletion

Managed clients

Displaying managed Self-Healing Services client{s) (1-2 of 2)

Click the host name value to view or edit the properties of a specific managed client.
Click the ‘Add Managed Client' button to add another client by host name and port.
Click the 'Incidents on hold'value to view a list of incidents far a specific client.

mm d.tEH date cunrnur.tlnn
Version

* myserer.Us. mycompanyvcom ™ 8814 Dec 04, 2006 2.21

v sales Uk MyCcompany. com 5314 Dec04, 20068 2.1

12

v suppott asia mycompanycom 5814 Dec 04, 2006 2.2

[=2]

*The local client cannot be edited.

** |Indicates a gatewsay client. This can be edited anly from the communication
gatevay client page.

Delete Checked Client » Add Managed Client »

When a managed client is removed from the list, it can still detect faults and collect data.
If this managed client was configured to serve as a communication gateway prior to
being removed from the list, it can continue to submit incident packages to HP for
analysis. If it was not configured to serve as a communication gateway, it will be unable
to submit incidents. It can no longer receive configuration setting updates from the
configuration center to which it was assigned, nor can it provide the configuration center
with incident summary information.

NOTE If this managed client was configured to serve as a communication gateway prior to
being removed from the list, other managed clients in the network will not learn of the
removal immediately. Any managed clients that previously used this gateway to submit
incidents will continue to do so until they get their next configuration update from the
configuration center.
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Add, Edit, or Remove a Communication Gateway

You can add, edit, or remove a communication gateway assigned to a configuration
center at any time using the Communication Gateways page. This page lists the
communication gateways assigned to a particular configuration center (see Figure 3-12
on page 73). If the configuration center also serves as a communication gateway, it
appears in the list as well. The following information is displayed for each node in the
list:

¢ The port number for the Self-Healing Services client.

¢ The date on which its configuration information was last updated.

e The current configuration version.

e  Whether the node is able to send incident packages to HP (Status = Up or Down).

The configuration version for a configuration center is incremented each time you
change its configuration. The configuration version for gateway and managed clients
indicates the latest configuration version each node has downloaded from the
configuration center.

Figure 3-12 Communication Gateways Page

Communication gateways

Displaying communication gateways {22 of 2)

Click the host name value to view or editthe propedies of a specific communication gateway.
Click the ‘Add Communication Gatewsay' hutton to add anaother gatesway by hast name and port.
Click avalue under Flush'to delete the incident packanes that are in the process of being
submitted to HP.

Delete Port Updated Ennﬁgurntmn
date version

* MySeMEN. LS. IMyCOmpany.com ™ seile Dies 03, 2l2 Hp
2006
[~ | sales.ukmycompanycom 5814 g;gﬁm- 434 up

*The local client cannot be edited.

Delete Communication Gateways » Add Communication Gateway »

You can sort the communication gateway table by Host name or Updated date by
clicking the link at the top of the appropriate column.
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Add a Gateway

It is recommended that you assign more than one communication gateway to a
configuration center for failover protection. Before you can add a new gateway to the list,
the following things must be true:

¢ The Self-Healing Services client is installed on that system.
¢ The ISEE client is installed on that system.
¢  You have run the Self-Healing Services setup function on that system and

designated it to be a local communication gateway.

To add a communication gateway:

1. In the configuration center view, click the Communication gateways link in the left
navigation menu. The Communication Gateways page opens (see Figure 3-12 on
page 73).

2. Click Add communication gateway. The Add Communication Gateway page opens
(see Figure 3-13).

3. In the Host name box, type the host name or IP address of the communication
gateway that you want to assign to this configuration center.

4. In the Port box, type 5814 for the port number—unless you changed the Self-Healing
Services client default port number as described in the HP OpenView Self-Healing
Services Installation Guide. In that case, use the new port number instead.

5. Click Save.

The Communication Gateways page opens again (see Figure 3-12 on page 73). The
list now includes the communication gateway you just added.

Figure 3-13 Add Communication Gateway Page

Add communication gateway

Gateway configuration settings

*=required fields

Host name* |saIes.japan.mycnmpany.cnm

Port* IEBH
= e

NOTE A communication gateway must only be assigned to one configuration center for
Self-Healing Services to function correctly. The maximum number of communication
gateways that can be supported by a single configuration center is 100.
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Change the Port Number for a Gateway

If you change the Self-Healing Services port for a client serving as a communication
gateway, you must tell the configuration center about the new port number. You can do
this by using the Edit Communicate Gateway page.

To change the port number for a communication gateway already assigned to this
configuration center:

1. In the configuration center view, click the Communication gateways link in the left
navigation menu. The Edit Communication Gateway page opens.

2. Click the Host name link for the node with which you want to work. The Edit
Communication Gateway page opens (see Figure 3-14 for an example).

3. In the Port box, type the new port number.
4. Click Save.

Edit Communication Gateway Page

Edit communication gateway

Edit communication gateway

* = required fields

Host name* sales.uk.mycompany.com

Port IEBM
(e | =
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Remove a Gateway

You can remove a communication gateway from the list of gateways associated with a
configuration center. When you remove a gateway from the list, it becomes unavailable
to the configuration center and any other managed clients connected to that
configuration center. The gateway still functions as a local gateway on the system where
it is resident, however.

To remove a communication gateway:

1. In the configuration center view, click the Communication gateways link in the left
navigation menu. The Communication Gateways page opens (see Figure 3-12 on
page 73).

2. In the Delete column, click the check box for each node that you want to remove from
the list.

3. Click Delete Communication Gateways.

The communication gateway removed will finish submitting to HP any incident
packages it has received from the managed clients. It will no longer receive any new
incident packages from the managed clients associated with the configuration center.
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Customizing Settings for Each Managed Client

In addition to the global settings that you specify at the configuration center, you can
establish customized local settings for each managed client in your Self-Healing Services
managed environment.

Customize the Specific Fault Rules

The Self-Healing Services client detects software faults on each system where it is
installed. When it detects a fault on a managed client, it consults that managed client’s
fault rule for that particular fault to determine whether to submit, suppress, hold, or
ignore the fault. It then performs the specified action.

The default rule settings are used the first time a particular fault occurs on a managed
client. From that point forward, the fault-specific rule is used whenever that particular
fault occurs. The default rule settings are configured at the configuration center.
Fault-specific rules are configured on each managed client.

Rule Settings

Setting Action

Submit The Self-Healing Services client collects context-specific
troubleshooting and system data at the time the fault occurs and
places the data in an incident package. The incident package is then
immediately processed based on the filtration rules for that managed
client and sent to the communication gateway. The communication
gateway submits it to HP via the ISEE client.

Suppress The Self-Healing Services client determines if the same fault was
already submitted to HP within the selected suppression time period.
If it was, the fault is ignored (see Ignore). If it was not, the fault is
submitted (see Submit). Only one instance of the fault will be
submitted for each increment of the suppression time period. The
default suppression time period is 8 hours.

Hold The Self-Healing Services client collects context-specific
troubleshooting and system data at the time the fault occurs and
places the data in an incident package. The incident package is then
held until you explicitly release it for submittal to HP, as described in
“Submit Incidents on Hold” on page 112 (see Submit).

Ignore No action is taken.

You can customize your fault rules to meet the needs of your environment. Each
managed client has its own set of specific fault rules.

A configuration center’s default rule settings are automatically downloaded to the
managed clients assigned to it. The default rule settings on the managed client are
overwritten by the default rule settings on the configuration center each time the
configuration is updated. The fault-specific rules, however, are not overwritten.
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To customize the default rule settings for a configuration center:

1. In the configuration center view, click Default rule setting in the left navigation
menu.

2. From the Action list, select the default action that you want to use (see Table 3-2 on
page 77 for action descriptions). If you select Suppress, specify the suppression time
in hours and minutes

NOTE Setting the default rule settings to Hold allows you to manually remove (filter out)
specific data from every incident package generated before it is submitted to HP.
This ensures that sensitive data that has not already been removed from each
incident package based on your filtration policy is not submitted to HP.

3. Click Save.

Figure 3-15 Default Rule Setting Page for a Configuration Center

Default rule setting

Default rule
Action IHDId 'I

Suppression Time ID vIH.;.urg 0 = minutes

v

To customize the fault-specific rules for a managed client:
1. In the managed client view, click Rule settings.

2. The Rule Settings page is displayed (see Figure 3-16 for an example). This page has
two tabs:

¢ The Default rule tab shows the default rule settings. The default rule is
automatically applied to faults the first time they are detected on this node.

NOTE The default rules are configured on the configuration center. You can change the
default rule settings on a managed client, but they will be overwritten whenever
the configuration information is updated.

e The Specific fault rule tab shows the rule settings for specific types of faults that
either were provided with the Self-Healing Services client or were detected at
least once on this managed client. You can change the fault rule settings for a
particular fault.

3. Click the Specific fault rule tab.
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4. To change the fault rule settings for a single fault, follow these steps:

a.

d.

Click the Rule description link for that fault. The Edit Rule Settings page opens
(see Figure 3-17).

Choose the Action that you want to use (see Table 3-2 on page 77). If you choose
Suppress, specify the suppression time in hours and minutes.

Optional: If you want to change the rule description to be more meaningful for
your environment, select the text in the Rule Description box, and type a new
rule description.

Rule descriptions can be anything you like. They are not referenced by the
Self-Healing Services client to identify specific faults. The client identifies
specific faults using the trigger IDs it assigns them (see Figure 3-16). Rule
descriptions are strictly for your benefit.

Click Save. Your changes are now visible on the Specific Fault Rule tab.

5. To change the fault rule settings for multiple faults, follow these steps:

a.

In the Select column, select the check box for each fault whose rule settings you
want to change.

In the Change selected rules from above section at the bottom of the Rule
Configuration page, choose the Action that you want to use (see Table 3-2 on
page 77). If you choose Suppress, specify the suppression time in hours and
minutes.

Click Save. Your changes are now visible on the Specific Fault Rule tab.

You can sort the Specific Fault Rules table by Rule Description, Trigger ID (see
“Customize the Triggers” on page 81), Content ID, Action, or Product/Application. To do
80, click the link at the top of the appropriate column.
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Figure 3-16 Rule Settings Page - Specific Fault Rule Tab
w Default rule Specific fault rule
Click the rule description to edit an individual rule. To edit multiple rules at the same
tirme, check the box for each rule that you want to change, scroll to the bottorm of the
page, and specify the rule settings.
rM: ovdbcheck fails with - MR-
“failure to connect... DB-
I Smbedded database not  ERROR- suppress  NNM
started" oo
Change selected rules from abowve
Action ISuppress vI
Suppression time IB 'I Hours |8 ™| Minutes
= e
Figure 3-17 Edit Rule Settings Page
Edit rule settings
Rule settings
*=required field
FProduct or application IR
Trigger D MMM-DB-ERROR-001
Action ISuppress vI
Suppression time is only needed ifyou select"Suppress" as an action.
Suppression time IEI vI Hours |0 =) Minutes
Rule description:™ |NNM: ovdbcheck fails with
80
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Customize the Triggers

A trigger is an error pattern that can be detected in a monitored resource. The following
resources can be monitored by Self-Healing Services:

e HP OpenView application log files
e Specific directories where HP OpenView applications can create error or crash files
e  Windows processes (event log)

You can use the trigger configuration process to create or update custom trigger rules for
HP OpenView product faults. When the trigger conditions for a given rule are met, the
Self-Healing Services client triggers a fault event and the subsequent collection of fault
data.

It is the monitored resource to which a trigger is assigned that determines the role that
trigger plays. If the monitored resource is a log file, the trigger patterns will be matched
within the log file. If the monitored resource is a directory, the creation of files is what
the trigger patterns will consider. If the monitored resource is Windows processes, the
trigger patterns will be matched within the Windows event log.

You can create any trigger that you like and have it examine any monitored resource
that you like. However, it makes sense that a trigger meant to look at a directory would
contain a pattern like “* . java” (indicating all Java files), and a trigger examining a log
file or the Windows event log would look like “Invalid entry: '.*' is not a
number”.

While the Self-Healing Service Ul will not prevent the assignment of an inappropriate
trigger pattern to a particular monitored resource, it won't actually ever trigger on that
pattern.

The HP OpenView products that support trigger configuration for Self-Healing Services
are listed in the Product/Application drop-down list on the Product Trigger Information
page (see Figure 3-18 on page 83). Each product or application in the list has one or more
resources—a log file, for example—that its triggers monitor. You can add or modify
triggers for existing monitored resources. You cannot, however, add or modify monitored
resources.You cannot delete an existing trigger. You can, however, choose to make it
either active or inactive. If a trigger is inactive, no pattern matching is performed for
that trigger.

A trigger consists of four required parameters and up to four additional optional
parameters. These parameters are described in Table 3-3 on page 84. When you create a
new trigger rule, you must provide values for each of the four required parameters.

To customize the triggers for a supported application or product:

1. In the local managed client view, click Trigger settings in the left navigation menu.

2. From the Product or application list, select the application that you want to work
with.

3. From the Monitored resource list, select the resource that you want to work with.

4. Click Refresh to refresh the Resource Path and the set of triggers for the monitored
resource selected. The Resource Path is the path of the log file or directory associated
with this monitored resource.

The following information is displayed for each trigger:
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Activate Flag Whether this trigger is active for monitoring

Trigger Description A short description of the trigger's purpose

Trigger ID The unique identifier assigned to the trigger

Context The context passed to the collector when this trigger fires

5. Perform one or more of the following actions:

¢ To edit or update the properties of an existing trigger, click the trigger
description link.

¢ To add a new trigger, click Click here to add a new trigger (see “Add or Modify a
Trigger” on page 85).

e Select the Activate box for all triggers that you want to use, clear the Activate
box for all triggers that you do not want to use, and then click Update trigger
activations.

¢ To sort the rules by Name, Message-ID or Context name, click the corresponding
column header.
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Figure 3-18 Trigger Settings Page

Trigger settings

Select product

Product or
application |Netwurk Mode Manager 7.50
Maonitared resuurcel Log file: fopt/O0WpdAEAogs/pd. log j

Resource path foptiohipdAElogs/pd.log

| Concel» |
Trigger rules search resulis

Make changes to the trigger activation state, and then click " Update trigger activations” to update
the tringers. Aninactive trigger does not generate any incidents. Click the trigoer description to
wigwt or edit the tringer properties.

# Click here to add & new frigoer.

™ PD: Embedded database stattup errar - 190-4

v PO Database create error 140-5 fd
I~ PD: Database stadup error 140-2 pd
W PO External datahase errar 140-3 pd
v PO Irvalid B Advanced Edition 140-6 pd
[+ PD: JDBC driver error 1401 pd

Update trigger activations »
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Table 3-3 Trigger Parameters
Name Description

Trigger ID A unique identifier within the set of triggers for this monitored
resource. When you are updating an existing trigger, this field is
read-only. When you are creating a new trigger, you must provide a
Trigger ID that is unique among all the triggers for this monitored
resource.

Trigger A short description of the trigger’s purpose.

description

Context name

The context information associated with the detected fault. The
context name is passed to the data collector so that the data
collector collects fault-specific data.

Each HP OpenView product defines a set of contexts for
Self-Healing data collection. Self-Healing Services attempts to
retrieve the list of contexts that are supported by the Self-Healing
data collector for that product. If Self-Healing Services successfully
retrieves the list, it creates a drop-down list of those contexts.
Otherwise, an input text field is provided where you can type in the
context name.

For descriptions of the context names for a specific HP OpenView
product, see the following XML file:

<installDir>/conf/dc/<productName>.xml

where <installDir>is the directory where the Self-Healing
Services client is installed, and <productName> is the abbreviated
name of the HP OpenView application.

For example, for information about contexts for Network Node
Manager (NNM) installed on a UNIX operating system platform,
see the file:

/opt/hpsupport/conf/dc/nnm.xml

On a Windows operating system platform, the default location of
the file is as follows:

C:/Program Files/Hewlett Packard/conf/dc/nnm.xml
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Table 3-3 Trigger Parameters (Continued)
Name Description
Pattern A pattern that will be used for detecting faults in the application.

The pattern must be a valid regular expression. The regular
expression will be matched in the following ways:

¢ For a log file or the Windows event log resource, this regular
expression will be matched against log messages written to the
log file. The pattern must match a substring of the log message.

¢ For a directory resource this regular expression will be
matched against the names of the error/crash files created
under that directory.

Self-Healing Services uses standard Java 1.4 regular expression
matching and is constrained as such.

Special characters such as () [ ], etc. must be preceded by a back
slash (\) in the regular expression. The pattern string is
case-sensitive.

Add or Modify a Trigger

You can add or modify triggers for any HP OpenView products or applications that
support triggers. A trigger is defined by the parameters described in Table 3-3. If you are
adding a new trigger, you must provide values for all four parameters. For more
information about applications supported by Self-Healing Servers, see this document:

http://support.openview.hp.com/pdf/selfhealing-supported-apps ver2-6.pdf

To add or modify a trigger rule for a supported application or a product:

1. In the managed client view, click Trigger settings in the left navigation menu.

2. From the Product or application list, select the product or application that you want
to work with.

3. From the Monitored resource list, select the resource that you want to work with.

4. Click Refresh to refresh the Resource Path and the set of triggers for the monitored
resource selected. The Resource Path is the path of the log file or directory associated
with this monitored resource.

The following information is displayed for each trigger that is listed:

Activate Flag Whether this trigger is active for monitoring

Trigger Description A short description of the trigger's purpose

Trigger ID The unique identifier assigned to the trigger

Context The context passed to the collector when this trigger fires

5. To add a new trigger, click Click here to add a new trigger (see “Add or Modify a
Trigger” on page 85). To view or modify an existing trigger, click the trigger
description link for that trigger.

6. Provide values for the four trigger parameters described in Table 3-3.

Chapter 3

85


http://support.openview.hp.com/pdf/selfhealing-supported-apps_ver2-6.pdf

Customizing Your Self-Healing Environment
Customizing Settings for Each Managed Client

a. Ifyou are adding a new trigger, type a unique identifier for the new trigger
Trigger ID box.

If you are modifying an existing trigger rule, this box will be read-only.
b. In the Trigger description box, type a short description of the trigger’s purpose.

c. From the Context name list, select the context for this trigger rule.

NOTE Self-Healing Services attempts to populate the Context name drop-down list
using the information in the <ProductName>.xml file. If this file is missing or
not readable, the list is not created. If the drop-down list is not available, you can
type in the context name.

d. In the Error pattern box, type the regular expression that you want Self-Healing
Services to match in the log file or error/crash file.

7. Click Save trigger.

Figure 3-19 Trigger Page for an Existing Rule

Add rule Information

Enter trigger details

* = required field

Trigoger ID* 140-2

Trigger description™ |PD: Database startup error

Context name® pd v

Pattern®

Y ([PDCentralt) unable to run datshase startup ﬂ
Script

=
« Back To Search Results Sawve trigger »
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Advanced Functions
The following functions are described in this section:

e “Deactivate a Configuration Center” on page 88
e “Deactivate a Communication Gateway” on page 91
e  “View or Modify the Configuration Center Settings” on page 92

These functions are discussed separately, as they are not part of the typical setup or
operation of Self-Healing Services. They are useful when you want to restructure your
Self-Healing Services managed environment.
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Deactivate a Configuration Center

After you establish a configuration center, you can deactivate it at any time. This action
disables only the configuration center functionality for a given Self-Healing Services
client. That client continues to serve as a managed client. It can still detect faults,
process incidents, and submit them to HP (if it is connected to an active communication
gateway). It cannot, however, receive configuration updates unless it is connected to
another configuration center. If this client was set up as a Communication Gateway, it
continues to function in that role.

To deactivate a configuration center:

1. In the left navigation menu for a configuration center, click Deactivate configuration
center.

Figure 3-20 Deactivate Configuration Center Page

Deactivate configuration center

Deactivate local configuration center

This action will disable the configuration center functionality for this Sel-Healing
Seriices client. Ifyou take this action, this client will continue to detect faults, collect
data, and submit incidents to HP (provided that it is associated with & communication
gatesan’. [Hwill not, however, be able to receive configuration updates until you
connect itto another canfiguration center.

[ concel» |

2. Click the Deactivate button.
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After the configuration center is deactivated, the Add a Configuration Center page
opens.

Add a Configuration Center Page

Add configuration center node

1. This Self-Healing Services client no longer serves as a
configuration center.

To connect this local managed client to an existing configuration center, specify the host
name and part for that configuration center, and click the 'Save’ botton.

To keep this client disconnected fram any configuration center, click the 'Cancel’ button.

To =set up this client as a configuration center, click the 'Sel-Healing Services setup' link an
the [eft navigation menu.

Add configuration center

*=required fields

Host name* I
Fort* I
Configuration update period IE:J, vI Hours |0 7| Minutes

3. If you want to associate this managed client with a different configuration center,
follow these steps:

a. In the Host name box, type the host name of the new configuration center.

b. In the Port box, type the port number that the new configuration center will use
to communicate with this managed client.

c. In the Configuration update period field, select the time in hours and minutes
that this managed client should wait before retrieving updated configuration
information from the configuration center. The minimum setting is 5 minutes,
and the maximum is 24 hours (the default).

If you specify 6 hours 0 minutes, for example, the managed client will attempt to
retrieve configuration information from the configuration center every 6 hours.
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NOTE Configuration updates cause heavy network traffic. If you make the update
period too short, this may degrade network performance.

d. Click Save.

If you do not want to associate this managed client with a configuration center, click
Cancel.

To reactivate a configuration center:

1. In the left navigation menu, click Self-Healing Services setup.
2. Click the Set up a new configuration center link.

3. Follow steps 1 through 5 in the Self-Healing Services setup process.
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Deactivate a Communication Gateway

After you establish a local communication gateway, you can deactivate it at any time.
This action disables only the local communication gateway functionality for a given
Self-Healing Services client. That client continues to serve as a managed client. It can
still detect faults, process incidents, and receive configuration updates from its
configuration center. It cannot, however, submit incidents to HP.

If other managed clients depend on this gateway to submit incident data to HP, they will
be affected if it is deactivated. If this gateway is the only gateway with which another
client is associated, that client will operate in disconnected mode until it is associated
with a new gateway. If this gateway is one of multiple gateways with which another
client is associated, that client will continue operating in connected mode and will use
one of its other gateways to send data to HP.

To deactivate a communication gateway:

1. In the left navigation menu for a managed client, click Deactivate communication
gateway.

Deactivate Communication Gateway Page

Deactivate communication gateway

Deactivate local communication gateway

This action will disahle the local communication gatesvay functionality far this SelfHealing
Services client. fyou take this action, this client will continue to semve as a managed client.
Itwill not, howewer, be able to send incidents to HP unless itis connected to anather
COMmmunication gatesway.

2. Click the Deactivate button.
After the communication gateway is deactivated, the Local Managed Client page

opens.

To reactivate a communication gateway:

1. In the left navigation menu, click Self-Healing Services setup.

2. Click either the Set up a new configuration center link or the Use existing
configuration center link.

3. Follow steps 1 through 5 in the Self-Healing Services setup process.

Select Local communication gateway to reactivate the communication gateway
functionality for this client.
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Figure 3-23

NOTE

View or Modify the Configuration Center Settings

When the managed client that you are working with is associated with a remote
configuration center, you can view or change this association. The initial association
between a configuration center and a managed client is established during the setup
process. You can change this association, however, at any time.

To view or change the configuration center for a managed client:

1. On the left navigation menu, click Local managed client.

2. On the Local Managed Client page, click the Configuration center link. This link is
located in the lower right corner of the page.

Edit Configuration Center Node Page

Edit Configuration Center node

Edit configuration center

*=required fields

Host name* |mycnnﬂgctr.ua.mycnmpany.cum
Fort* IEBM
Zonfiguration update period |5 "’IH|:||_|r5 0 = minutes

Reset Confhiguration Center »

3. If you want to change any of the configuration center settings, follow these steps:

a. In the Host name box, type the fully qualified host name for system where the
new configuration center resides.

b. In the Port box, type the port number that the managed client will use to
communicate with the configuration center.

c. In the Configuration update period field, select the time in hours and minutes
that this managed client should wait before retrieving updated configuration
information from the configuration center. The minimum setting is 5 minutes,
and the maximum is 24 hours (the default).

If you specify 6 hours 0 minutes, for example, the managed client will attempt to
retrieve configuration information from the configuration center every 6 hours.

Configuration updates cause heavy network traffic. If you make the update
period too short, this may degrade network performance.
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d. Click Save.

You can also reset the configuration center association for a particular managed client.
This disconnects the managed client from its configuration center. When a managed
client is not associated with a configuration center, it cannot receive configuration
updates. It can still detect faults and submit them, provided that it is associated with an
active communication gateway.

To disconnect a managed client from its configuration center:

1. On the Local Managed Client page, click the Configuration center link. This link is
located in the lower right corner of the page.

2. Click Reset Configuration Center.
3. Click Save.
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This chapter explains how to view your detected faults, incident packages, and incident
summary reports. It explains how to submit an incident to HP that is on hold, submit
additional data to HP for a previously submitted fault, and send a system assessment to
HP. It also explains how to configure your filter policy and how to manually submit a
fault.
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In This Chapter

In This Chapter

There are two ways to view incident information in the Self-Healing Services client user
interface (UI). The incident viewer lists the individual incidents processed by a
managed client and the shows the status of each incident. An incident summary report
contains an overview of all incident activity for a particular managed client; it lists the
number of incidents in each state of the incident life cycle.

This chapter contains the following topics:

“View Incidents and Collected Data” on page 97
“View an Incident Summary Report” on page 108
“Submit Incidents on Hold” on page 112

“Change Your Filter Settings” on page 113
“Submit a System Assessment” on page 116

“Manually Submit an Incident” on page 118
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View Incidents and Collected Data

You can use a managed client’s Incident Viewer to see a list of incidents that match
specific search criteria (see Figure 4-1). You can view all or a subset of the incidents that
have occurred on that client, and you can view the data that has been collected for each
incident.

To use the Incident Viewer:

1. In the managed client view, click Incident viewer in the left navigation menu.

2. Optional: In the Status box, select one or more options (see Table 4-1 on page 98 for
status descriptions).

To select multiple options, hold the CTRL key down and click each option that you
want to select.

3. Optional: In the Product or application box, select one or more applications.

In this context, the Product or application box lists only those applications that have
at least one associated incident on this managed client.

4. Click Search. The Incident viewer search results page is displayed (see Figure 4-2 on
page 100).

If you click Search without selecting any search parameters, Self-Healing Services
searches for all incidents associated with all supported applications installed on this
system.

The list of incidents does not automatically refresh when a new fault is detected or
when the state of an existing incident changes. You must click Search again to
refresh the list.

Chapter 4
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Figure 4-1 Incident Viewer Prior to Search
Incident viewer
You can use this page to search for incidents present in the system. You can filter
your search by incident status, product or application, or both. Use CTEL+Click to
select multiple items. The search results are not automatically refreshed when new
incidents are added or the status of an existing incident changes. To refresh the
results, click Search.
Incident search criteria
Status Product or application
Failed self-Healing Services
Hald Metwork Mode Manager
Offline
Received
Subrnitted
Table 4-1 Incident Viewer Status Fields
Status Description

Received An incident is marked Received from the point at which a fault is
detected in a supported application until Self-Healing Services
decides whether the incident should be Suppressed, Ignored, Held,
Submitted, or Failed.

Failed An incident is marked Failed if it was supposed to be submitted to HP,
but the submission process failed. If submission fails, it is
re-attempted a set number of times with a certain time interval
between retries. Once the number of retries has been exceeded, the
incident is placed on Hold. To submit it after submission failed,
perform the steps in “Submit Incidents on Hold” on page 112.

Hold An incident is marked Hold under two conditions: (1) the action for
the fault rule associated with this type of fault is set to Hold; (2) the
action for the fault rule associated with this type of fault is set to
Submit, but the submission process has failed (see Failed).

Ignored An incident is marked Ignored if the fault rule for this type of fault is
set to Ignore. The incident will not be processed further at any time.

Submitted An incident is marked Submitted if it was successfully submitted to
HP.
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Table 4-1 Incident Viewer Status Fields (Continued)

Status Description

Suppressed | An incident is marked Suppressed if Self-Healing Services detected a
fault in a supported application, but it is a duplicate of a previous
fault and is within the suppression time limit. Once the suppression
time limit has expired, the next incident of this type will be
submitted.

Offline An incident is marked Offline if the managed client was not connected
to an active communication gateway at the time the incident was
generated. You can resubmit an Offline incident—the same way that
you can submit an incident on Hold—after the managed client is
connected to a communication gateway.
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Figure 4-2 Incident Viewer Search Results

Incident viewer

fou can use this page to search far incidents present in the system. You can filter
your search by incident status, product or application, or both. Use CTRL+Click to
select multiple items. The search results are not automatically refreshed when new
incidents are added or the status of an existing incident changes. To refresh the
results, click Search.

Incident search criteria

Status FProduct or application

Failed selt-Healing Services
Hold Metwork Node Manager
Cffline

Feceived

Submitted

Incident search results {1-4) of 4

Click the incident name link to edit or view the incident properties. Check the incidents
that you want to delete and then click the "Delete Checked Incidents” button.

Product or
Incident hame Datefime
application

Jan 28 2007 r00:31:41 AWM SelfHealing

PostInstallation Test Submitted (GMT) o
r Isr?yl_;rgtiir;%le systerm Submitted EISEH%E 2007 1003231 A ggl;iﬁsgaling
[T TestA-Bermove Gatewsay Hold EISEH%E HUL F DD ST A gg:«iiﬁ:”ng
[T TestB-Replace Gateway Submitted EISEH%E 2007 F00:34:03 AM gg:ﬂf;i?::nng

Previous |1 | Mext

TIP You can sort the Incident Search Results table by Incident name, Status, Date/Time, or
Source. To do so, click the link at the top of the column that you want to sort by.
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To permanently delete one or more incidents from the list:

1. In the far left column, select the check box for each incident that you want to delete.

2. Click Delete Checked Incidents.

IMPORTANT Deleted faults cannot be recovered. Any collected data stored for this incident is also
deleted. This operation cannot be undone.

To view the details for an incident:

Click the Incident name. The Incident details page is displayed (see Figure 4-3).

Figure 4-3 Incident Details for a Submitted Incident

Incident Details

Incident information

List of incident informatian.

Incident 1D O00ASDFEZABB-27810910-1365976638-1569744301484
Product or application Sel-Healing Services

DateTime Jan 28, 2007 (0:31:41 AM (GMT

Description manual , Post-Installation Test

Details Firstincident subrnitted after installation

= Yieww collected data submission settings

Upload additional data

You may upload one file containing additional data for this incident. The file size must not
be rmore than 1 MB. Spaces in file names will be replaced with underscores.

File narme | Browse... |
Upload File

« Back to Search Results
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View Data Collected for a Particular Incident

The Incident Details page provides information about the incident as well as a link that
you can follow to view the data collected by the Self-Healing Services client. If the
incident either was submitted or is on hold, you can view the data collected (see

Figure 4-5 on page 104 and Figure 4-6 on page 105, respectively). If the incident was
previously submitted, you can upload additional information pertaining to it.

To view the data collected for a fault:

1. Open the Incident viewer, and display the incident details for a particular incident
(see page 101).

2. Click the View collected data submission settings link. The Collected data filter
page opens, (see Figure 4-5 on page 104).

3. When you are finished working with the data for this fault, click Back to Search
Results to return to the Incident viewer page.

To upload additional data and submit it to HP:

1. Open the Incident viewer, and display the incident details for a particular incident
(see page 101).

2. Click Browse.

3. Locate the file that you want to upload—only local files can be uploaded.

4. Click Upload File.

The file is uploaded, submitted to HP, and stored at HP with the other data collected
for this incident. The maximum file size that can be uploaded is 1 MB. After
submitting additional data to HP, you will receive an Additional Data Received
service notification by e-mail confirming that your data has been received by HP.

NOTE From the Incident Details page, you can also submit an incident that is on hold (see
Figure 4-4 on page 103). This removes the incident from hold status and allows
Self-Healing Services to submit it to HP.
To submit an incident that is on hold:
1. Click Submit This Incident (see Figure 4-4 on page 103).
2. See “Submit Incidents on Hold” on page 112 for further instructions.
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Figure 4-4 Incident Details for an Incident On Hold

Incident Details

Incident information

List of incident information.

Incident 1D DO0ASDEFZ93C-14082380-13257874930-1559848783703
Froduct or application Self-Healing Services

DatefTirme Jan 28, 2007 {0:33:03 Aw (GRMT)

Description manual, TestA- Remove Gateway

Details This one should fail

» Wienw collected data submission settings

You may submitthis incident, enabling itto be remaved from its hold status and submitted.

Submit This Incident »
« Back to Search Results
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Establish Data Filter Settings

When you click the View collected data submission settings link from the Incident
Details page, the Collected Data Filter—Table of Contents page opens. This page
provides links to detailed information about the data collected for this incident. The data
submission settings are read-only for incidents that have already been submitted to HP

Figure 4-5

(see Figure 4-5). You can change the settings for faults that are on hold (see Figure 4-6
on page 105).

Collected Data Filter—Table of Contents Page for a Submitted Incident

Collected Data Filter

Tahle of contents

The infarmation on these pages is read-only because the incident has already heen
submitted. Click the link far each item to see details.

System configuration information

Basic system information

hermory and swap information

File systerm information

Emvironment variables

DS information

Application information

operations for Windows

service desk

event correlation senvices

amniback |l

netwatk node manader

data protector
SelfHealing Services

reporter
emanate SHMPE agent

service information portal

perormance agent

instant support enterprise edition
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Collected Data Filter—Table of Contents Page for an Incident on Hold

Collected Data Filter

Table of contents

Click the link for an item below to see mare detail. For some items, you can
exclude data fram the incident package before submitting it ta HP for analysis.

System configuration information

Basic systern information

memory and swap information

File system information

Environmentvariables

System resource information
DS information

Application information

operations for Windows

service desk

event correlation services

omniback |l

network node manacer

data protector
SelfHealing Semnvices

reporer
emanate SMMP agent

service information portal

perdormance agent

instant support enterprise edition
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You can exclude data items from an incident package before it is submitted to HP for

analysis. This is useful if you have sensitive or confidential data items that you do not
want to send outside your company. There are two ways to exclude data items from an
incident package:

¢ Using the filter policy settings (see “Change Your Filter Settings” on page 113)

e  Manually specifying exclusions while the package is on hold

When an incident is on hold, you can view and alter the data filter settings for that
incident package. If your filter policy excludes certain data items from being submitted
to HP, those items are marked as excluded on the Collected Data Filter page (see
Figure 4-7). In addition to the data items excluded by your filter policy, you can manually
exclude other data items. You can also override your filter policy (in part or entirely) to
allow additional data to be submitted to HP.

Figure 4-7 Excluded Data

Collected Data Filter

Systern configuration information

a0 a0

<

-

v

—

DISPLAY

INETALL_DIR
FROCESSOR_ARCHITECTURE
META_COMF
SYSTEMIAVAPATH
FP_MO_HOST_CHECK

PATH

SYSTEMCLASSPATH
TERMCAP

CIME

:0.0

CAPROGRA~THPOPEM-~1

*86
CAPROGRA~THPOPEN~1newconfigishs\META-IR:
cijZsdk

MO

CAPROGRA-1MKSTOO1thin, CIPROGRA~1MIKE
Wlient_1jretl 4. 2binclient CAoracleiproducti10.1
Files\Caommaon Files\GTHIZ Mbin; ChiZ2sdkibin CAP

DocumentsiSusanim 0iTools and Infrastructurel=
Filesi\Ferforce CAProgram Files\Hewlett-Packardis:

CAZSDEALIBTOOLS JAR; CAFProgram Filestavaljz

CAPROGRA~1WIKETOO~1eteltermecap

E T o e R KON Lt el - Lot f

When you are working with a particular incident on hold, you can change the filter policy
for all future incidents (see “Change Your Filter Settings” on page 113).
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NOTE When an incident has already been submitted to HP, any data items excluded from the
incident package do not appear on the Collected Data Filter page. After the incident
shown in Figure 4-7 is submitted, for example, the SYSTEMJAVAPATH, PATH, and
TERMCAP environment variables will not appear on the Collected Data Filter page for
that incident.

If all the data items in a particular category are excluded, that category no longer
appears in the table of contents for the incident.

To exclude data items from an incident package:

1. Open the Incident viewer, and display the Incident details for a particular incident
(see page 97).

2. Click View collected data submission settings.

3. Click the link in the table of contents that pertains to the category of data items that
you want to exclude.

NOTE If an application that appears in the Application Information list is not installed—or
if it is installed, but some of its files have become corrupted—the status of that
application will be listed as unknown. This can also happen if an application is
installed using a nonstandard installation process.

4. In the Exclude column, select the check box for each data item that you want to
exclude.

Not all data that is visible on the Collected Data page is eligible for filtering. If a
particular data item cannot be filtered, a check box does not appear for that item in
the Exclude column.

5. Optional: If you want to exclude these items from this and all future incident
packages, select the Apply to default filtration settings box.

Apply to default filtration settings

[¢ Checkhereto applythese seftings to the default filtration policy file filtration
settings that are in effect for nesw incidents).

If you do not select this box, the data items will only be excluded from this incident
package.

6. Click the Save <category name> settings button to save your new settings. In this
case, <category name> matches the table of contents link that you clicked in step 3.

7. Repeat steps 3 through 5 until you have selected all the data items that you want to
exclude from this incident package.
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View an Incident Summary Report

Self-Healing Services provides an incident summary report in both the managed client
and configuration center views. From the managed client view, the incident summary
report shows the number of incidents either submitted to HP or placed on hold by that
managed client. From the configuration center view, the incident summary report shows
this information for each of the managed clients assigned to that configuration center.
To view an incident summary report:

Click Incident summary report in the left navigation menu.

e Ifyou are accessing a configuration center, the search page opens (see Figure 4-8 on
page 108). Follow these steps:

1. Choose one of the following options:

— Select All managed clients to view the incident summary report for all
managed clients assigned to this configuration center.

— Select Managed clients on hold to view the incident summary report for only
those managed clients assigned to this configuration center that have faults
on hold.

2. Click Search.

The Incident summary search results page is displayed (see Figure 4-9 on
page 109).

3. Choose one of the following options:

— Click the host name of one of the managed clients listed in the search results
to see the incident summary report for that client.

— Click the value in the Hold column to see the incident viewer for that client.
e Ifyou are accessing a managed client, the incident summary report for that client

opens immediately.

Figure 4-8 Incident Summary Report Search Page

Incident summary report

Search criteria

Showy
= &l managed clients

= Managed clients on hold

=
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Incident Summary Report Search Results Page

Incident summary report

Search criteria

Shiomw
f* Al managed clients

= Managed clients on hold

Incident summary search results

Click & host name to view the incident summary repart for a specific managed client. Click
the '"On hiold' value to view & list of incidents for & specific client.

Hold
Port information Today Yesterday
updated
MSenver.us. MyCompamecom 814 1] Dec 03, 2006 0O 1] ]
sales.uk.mMycompamecom 814 1] Dec 03, 2006 2 2 4

The links in the Host name column take you to the individual incident summary reports
for the managed clients associated with this configuration center. The incident viewer
lists the faults detected by that client and the status of each related incident. See “About
the Incident Summary Report” on page 109 for additional information.

The links in the On hold column take you to the incident viewers for the clients in the
list (see “View Incidents and Collected Data” on page 97 for further information). You
can use the incident viewer to search for incidents that match specific search criteria

When you click a link in the Host name or On hold column for a managed client other
than the configuration center, the Sign-in page opens in a new window (see Figure 2-1 on
page 37). You must sign in to the Self-Healing Services client Ul for that managed client
before you can see its incident summary report or incident viewer.

About the Incident Summary Report

Each managed client has an incident summary report. An incident summary report lists
the faults detected by that client and the status of each related incident (see Table 4-1 on
page 98 for status descriptions).

The incident summary report includes three tabbed pages (see Figure 4-10 on page 110):

¢ The Today tab shows the number of faults detected by the managed client today
(starting at midnight) and the status of each related incident.
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e The Yesterday tab shows the number of faults detected by the managed client
yesterday (starting at midnight) and the status of each related incident.

e The All tab lists the total number of incidents in each status category that have been
processed on this client since the Self-Healing Services client was installed.

Each tabbed page in the incident summary report contains the same two tables. If no
data exists for a table, however, the table is not displayed.

The Incident summary table lists the number of incidents processed during the
pertinent time interval (today, yesterday, or all) by their status.

The By incident table lists the types of faults detected during the time interval (today,
yesterday, or all), how many times each occurred, and the status of each related incident.

Figure 4-10 Incident Summary Report

Incident summary report

Today » Yesterday w All

Incident summary

In . . _ Collection
Failed Hold lgnored Received Carryover Submitted Suppressed

_ Offline
progress failed

[}
[}
=
[}
[an)
[}
oo
[}
[}
[}

By incident

Incident - Failed Hold lgnored Received Carryover Submitted Suppressed Colh_actmn (fline
proaress Tailed

SHE manual 1] 1] 1] 1] 3 1] S 1] ] ]

*Indicates the case where the total number of incidents received is different fram that accounted far in the ather states
(can indicate lost incidents).

**If the carmyover value is non-zero, the total number of received iterms might not add up to the expected number
hecause events on hold or failed have been carried over from one 24 hour period to the next; the carmyover value
indicates the difference.
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To view an incident summary report from the configuration center:

1. In the configuration center view, click Incident summary report in the left navigation
menu. The search page opens (see Figure 4-8 on page 108).

2. Select either All managed clients or Managed clients on hold.
3. Click Search.

4. Click a link in the Host name column to view the incident summary report for one of
the managed clients assigned to this configuration center.

When you click a link to view an incident summary report for another client, the
Sign-in page opens in a new window (see Figure 2-1 on page 37). Sign in to the
Self-Healing Services client Ul for that managed client. The Incident summary
report page is displayed (see Figure 4-10 on page 110).

To view the incident viewer for a specific managed client by accessing it directly:

1. In the managed client view, click the Incident summary report link in the left
navigation menu. The report for this client opens.

2. Click the tab for the time period you are interested in: Today, Yesterday, or All.
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Submit Incidents on Hold

There may be times when you want to create an incident package (collect data) when a
fault occurs but not submit that incident package to HP. This is useful in the following
situations:

¢  When you want to attempt to solve the problem yourself.
¢  When you want to view the incident package before it is submitted.

e When you want to remove certain sensitive pieces of data from the package before it
is submitted to HP.

In any of these scenarios, the rule for this fault should be set to Hold (see “Customize the
Default Rule Settings” on page 55). When the rule is set to Hold, the Self-Healing
Services client collects context-specific troubleshooting and system data at the time the
fault occurs and places that data in an incident package. The incident package is then
held until you explicitly release it for submittal to HP.

To submit an incident that is on hold to HP:

1. In the managed client view, open the Incident viewer, and display the Incident
details for a particular fault (see page 97).

2. Click Submit This Incident. The incident is removed from its hold status and
submitted to HP.

Incident Details

Incident information

List of incident infarmation.

Incident IO 0000000000000-1111111-2222222232-333333333
Product or application Sel-Healing Semices

DiateTime Dec 04, 2006 (3:28:37 AM (GMT)

Description manual , Testd

Cetails Testd

» Wiew collected data submission settings

Submit incident

You may submit this incident, enahbling itto be rermoved from its hold status and submitted.

Submit This Incident »
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Change Your Filter Settings

Your filter settings automatically exclude specific types of collected data from your
incident packages before they are submitted to HP. Each managed client has its own
filter settings.

The first time that you open the Filter Settings page for a given managed client, the page
is empty, as shown in Figure 4-11. To establish your initial filter settings, you must view
the collected data for an incident that is on hold and explicitly exclude one or more data
items from the incident package. Then, you must apply your settings for that incident
package to the filtration settings for that managed client.

Empty Filtration Settings Page

Filter settings

Data files

Mo information available.

Mo information available.

Commands

Mo information available.

Suve

To create the initial filter settings for a managed client:

=

w N

N

. Open the Incident viewer, and display the Incident details for a particular fault that

is on hold (see page 97).

. Click View collected data submission settings.
. Click the link in the table of contents that pertains to the data item (or items) that

you want to filter out.

. In the Exclude column, select the check box for each data item that you want to filter

out.
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5. Select the Apply to default filter settings box at the bottom of the page:

Apply to default filter settings

[T Checkhereto apply these settings to the defaultfilter policy file (filter settings that
are in effect for new incidents).

m Save environment variable settings »

6. Click the Save <category name> settings button to save your new settings. In this
case, <category name> matches the table of contents link that you clicked in step 3.

7. Repeat steps 3 through 6 until you have selected all the data items that you want to
filter out.

After you create the initial filter settings for a managed client, you can view the settings
by using the Filter settings link in the left navigation menu. Any data items that will be
filtered out of the incident packages are listed. In the example shown in Figure 4-12,
three environment variables are filtered out.

Figure 4-12 Existing Filter Policy

Filter settings

Mo information available.

Environment variabhles

[~ PATH
™ SYSTEMJAVAPATH

N TERMCAP

Mo information available.
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NOTE When you view the Filter Policy page (see Figure 4-12), only data items that are filtered
out are listed, and the Remove check box for each filtered data item is cleared.

When you view the Collected Data Filter page for a particular incident (see Figure 4-7 on
page 106), all data items are listed, and the Exclude check box is selected for those data
items that will be excluded.

To view or modify the filter settings for a managed client:

1. In the managed client view, click the Filter settings link in the left navigation menu.
The Filter Settings page opens.

2. In the Remove column, select the check box for any data item that you want to
remove from the filter. This allows that data item to be submitted to HP.

3. Click Save to save any changes that you have made.

NOTE You can also change the filter settings for a managed client when you modify the filter
settings for a particular incident on that client. See page 107 for additional information.
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Figure 4-13

Submit a System Assessment

A system assessment generates a report about the HP software installed on a managed
client and all of the other managed clients, if any, assigned to the same configuration
center. It offers a software inventory of the configuration center topology and updates all
of the baseline information for the managed client from which it is submitted. When the
system assessment is completed, Self-Healing Services sends a notification e-mail
message to the service notification recipients listed on the Notification Settings page for
the configuration center. This e-mail message contains a link to a detailed system
assessment report. (see Figure 4-13).

System Assessment Page

System assessment

A systermn assessment will collect infarmation abogt installed HP Qpernview applications,
operating systerm canfigurations, and hardware configurations. This information will be sent to
HF and made available toyou in & private report. The information may also be reviewwed by an
HF support engineer {if requested by an HP support engineer).

m Request Systemn Assessment »

To submit a system assessment:

1. Open the Self-Healing Services user interface on the pertinent node (see “Start the
Self-Healing Services User Interface” on page 37 for more information).

2. In the managed client view, click the System assessment link in the left navigation
menu. The System Assessment page opens (see Figure 4-13).

3. Read the Information message.
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4. Click Request System Assessment. The System Assessment Thank You page
appears (see Figure 4-14).

Figure 4-14 System Assessment—Thank You Page

System assessment

Thank you for requesting a system assessment report

Youwill e receiving an e-mail from Hewlett-Packard describing further instructions for
AcCessing your system assessment.

Return to Local Managed Client »

You will receive an e-mail notification containing a link to an incident analysis report
that contains the results of your system assessment. Click this link to access your report
(see Chapter, “Access the Self-Healing Services Support Web Site,” on page 127).
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Manually Submit an Incident

If you experience a problem that is not recognized as a fault by the supported HP

OpenView applications on your systems, you can manually submit an incident from the

Self-Healing Services user interface (UI). This will trigger the Self-Healing Services
process to generate an incident package and submit it to HP for analysis. Manually
submitted incidents are processed the same as incidents generated when faults are

automatically detected by Self-Healing Services with one exception: fault rules are not
applied to manually submitted incidents.

To manually submit an incident:

1.

NOTE

3.
4.
5.

In the local managed client view, click the Manual submission link. The Manual
Submission page appears.

You can also submit an incident manually from the configuration center view. You

must first choose the managed client that you want to submit the incident. All the
managed clients assigned to this configuration center are listed when you click the
Manual incident submission link (Figure 4-15 on page 120).

Click the name of the client that you want to manually submit the incident.

If you choose a different client than the one you are currently logged on to, the
Sign-in page for that client opens in a new window (see Figure 2-1 on page 37). Sign
in to the UI for that client to complete the manual submission process.

If the system with which you are working has a dynamic IP address, both 1localhost
and the fully qualified host name may appear in the list. If this is the case, click
localhost to submit an incident from this system.

. Select an application for from the Product list. This list contains all the applications

supported by the Self-Healing Services client that are installed on this client (see
Figure 4-16 on page 120). If you do not see the application that you want to use, click
Refresh.

Type the actual error text for the incident in the Problem title field.
Type a description for the fault in the Problem description field.
Click Submit.

If you configured your notification and e-mail server settings so that you receive fault
notifications, you should receive a fault notification from Self-Healing Services shortly
after you manually submit a fault (see Figure 3-3 on page 58).

You should receive a service notification from Self-Healing Services later indicating that
an incident analysis report is available (see Figure 6-2 on page 182). If the incident
package fails the entitlement check, however, you will not receive this service
notification.

If the incident package fails the entitlement check, you will receive a service notification
from Self-Healing Services indicating that the system handle/SAID submitted with the
incident package is invalid (see Figure 6-4 on page 185).
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You will receive fault and service notifications from HP in the manner you specify on the
Notification Settings page of the Self-Healing Services client user interface (see
“Configure the Notification Settings” on page 57).
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Figure 4-15 Manual Submission Client Selection Page on the Configuration Center

Manual incident submission

Click the link for the Sel-Healing Sendces managed client fram which you swould like to
submit an incident.

FAYSEreer US, e Ompan. com h814
iy onfidetr s, mycompay.com 814
sales Uk MyCOmpany. com 814

Figure 4-16 Manual Submission Page

Manual incident submission

Manual submission information

Client: myserer U mycompany.com

* = required field

Froduct Please select ane... j [m

Flease select one. .

Metwork Mode Manager
Sel-Healing Services

ernanate SMMP agent

event correlation services
instant support enterprise edition

FProblem title {maximu

Froblerm description (x
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View or Modify Incident Deletion Settings

You can specify how long incident packages are stored on each client system. You can
also specify how many incident packages can be stored at any given time. These settings
help you manage the amount of disk space consumed by incident packages.

To configure the incident deletion settings:

1. In the left navigation menu, click Incident Deletion.

Figure 4-17 Incident Deletion Settings Page

Incident deletion

This page enables you to specify two things: how long a single incident package is stored
an this system, and how many incident packages can be stared on this system. Yoo can
specify the time, the number of incidents, ar both.

Incident deletion settings

¥ Enter the number of days that an incident package will be stored on this system (1-999),

|3|:| days

[T Enter the maximum number of incident packages that can he stored on this system ¢1-93,993)

|1 aoo

2. If you want to specify how long a particular incident package is stored on this client
system, follow these steps:

a. Select Enter the number of days that an incident package will be stored on this
system (1 - 999).

b. Enter the number of days an incident can be stored. The default is 30 days.
When an incident becomes older than this number of days, it is automatically
deleted from the system.

3. If you want to specify how many incident packages can be stored on this client at one
time, follow these steps:

a. Select Enter the maximum number of incident packages that can be stored on
this system (1 - 99,999).
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b. Enter the number of incidents that can be stored. The default is 1000. If this
limit is exceeded, the oldest incidents on this system are automatically deleted
until the total number is equal to this limit.

4. Click Save.

Self-Healing Services runs a deletion cycle once every hour. Therefore, it is possible to
temporarily exceed the incident limit between deletion cycles. Consider the following
example:

¢ The incident limit is 100.

¢ 100 incident packages are stored on the system.

¢ Two new incidents are generated, making the total number of incidents 102.
After the next deletion cycle, the two oldest incident packages are deleted.

If you set the maximum number of incidents to a number lower than the current number
of incidents, Self-Healing Services deletes the surplus incidents at the next deletion
cycle. For example:

¢ The incident limit is 100.
¢ 100 incident packages are stored on the system.
®  You reset the incident limit to 80.

After the next deletion cycle, the 20 oldest incident packages are deleted.
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5 Incident Analysis Reports

This chapter describes how to access and use your incident analysis reports. These
reports are located on the secure HP OpenView Self-Healing Services web site.
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In This Chapter

This chapter contains all the instructions you need to access and use your incident
analysis reports on the HP OpenView Self-Healing Services Support web site.

It contains the following topics:

“Access the Self-Healing Services Support Web Site” on page 127
“Find an Incident Analysis Report” on page 132

“The Incident Analysis Report” on page 137

“Open a Support Case” on page 148

“Submit Feedback to HP” on page 154

“Change the System Handle/SAID Associated with an Incident” on page 159
“View Your Support Contract Information” on page 162

“Metric Reports” on page 167

“Download Client Software” on page 171

“About HP Passport” on page 174
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Access the Self-Healing Services Support Web Site

You can access your Self-Healing Services incident analysis reports from the HP
OpenView Self-Healing Services Support web site. From this site, you can also do the
following things:

Review your support contract information.

Re-associate an incident with a new system handle/SAID.

Provide feedback to HP regarding an incident analysis report.

Open a support case for an incident.

Investigate your HP support contract.

Download the latest version of the Self-Healing Services or ISEE client.

View this user guide and the Self-Healing Services Installation Guide online.

To access the HP OpenView Self-Healing Services Support web site:

1. Open a web browser and go to the following address:
http://support.openview.hp.com/software/analysis/main
The HP Passport Sign-In page appears (see Figure 5-1).

2. In the User ID box, type your HP Passport user ID.

3. In the Password box, type your HP Passport password.

4. Click Sign-in.
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NOTE If you forgot your user ID or password, or are a new user, see “About HP Passport” on
page 174.
Figure 5-1 HP Passport—Sign-In Page

HF Passport sign-in
HF Passportis a single login service that lets youo register with HP Passpoit-enabled Web
sites using a single useridentifier and password of your choice.

* = Required field

Sign-in to HP Passport

User D+ | [ |

FPassword® |

[T Remembermy user D and pasgword

» Hew users - please register

E] HP Passport is secure -
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Use the Incident Manager

After you have signed in to HP Passport, the Incident Manager page appears. This page
provides a list of links to your incident analysis reports (see Figure 5-2). For each
incident listed, it tells you when the incident was created, whether it is open or closed,
and what its support case status is.

Only incidents associated with the system handles/SAIDs in your HP Passport profile
are listed on this page.

If you see the Support Contract Information page when you sign in to HP Passport—
instead of the Incident Manager page or one of your incident analysis reports—you do
not have a valid system handle/SAID in your HP Passport profile.

Click the Support contract info link, and add a valid system handle/SAID to your HP
Passport profile. See “View Your Support Contract Information” on page 162 for
additional information.

In addition to the incident analysis reports, the Incident Manager page provides links to
the following Self-Healing Services functions:

¢ Find incident analysis reports—use this function to search for reports based on their
characteristics (see “Find an Incident Analysis Report” on page 132).

e Re-associate incidents with new system handles/SAIDs—use this function to view an
incident that was submitted with an invalid system handle (see “Change the System
Handle/SAID Associated with an Incident” on page 159).

e View metric reports summarizing the Self-Healing Services activity in your
environment over a specified date range.

® View support contract information—use this function to view the system
handles/SAIDs associated with your support contract (see “View Your Support
Contract Information” on page 162).

¢ Download self-healing software—use this function to download a copy of the
Self-Healing Services client software or the ISEE client software (see “Download
Client Software” on page 171).

The Incident Manager also provides links to the following information resources:

e  User’s Guide—full text of the HP OpenView Self-Healing Services User’s Guide.
e Help information—online help for the Self-Healing Services Support web site.

¢ Installation Guide—full text of the HP OpenView Self-Healing Services Installation
Guide for all platforms.

¢ Product data sheet—technical details about Self-Healing Services.

In most cases, you can return to the Incident Manager page by using the bread crumbs
at the top of the page:

Softwware = Management softweare = Support = Troubleshooting = Incident mansder
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Figure 5-2 Incident Manager

Software = Management software = Support = Troubleshooting

HP OpenView self-healing services

Welcome, John Smith

HP Opentiew selfhealing incident manager attempts to analyze yaur incidents and
deliver zelf-solve salutions.

+ Find incident analysis reports » Help information

= Re-associate incidents with new system handlesiSAIDs = User guide {pdfy*

= Wiewy metric reports » Installation guide (pdf*
= Wieww suppart contract information » Product datasheet (pdf*

» Download self-healing software

Incident analysis reporis

Report List: This table shows the incidents that have had incident analysis reports
nenersted. Select an incident analysis report identifier to views its details. Select a column
heading to sortthe reports. Incident analysis repots can be closed or reopened from this

page.

Incident ID/Summary 1 Date/Time Incident | Case status

status

GO CECT1IF- 285442 20- 20738662 3111537392 32787 Aug 4, 2006 Open Mot created
Fault| Self-Healing Services 4:20:20 AM GMT  (Cloze

Test for HOLD report)

I SEREE LS TIVCOITIE . CoNm

GOT1E5880802- 28607 3TE-8991 51465- 1154360897364 Jul 31, 2006 Cpen Mot created
Fault | network node manager 34816 P GWT  (Cloze

MM ovdboheck fails with "failure to connect.. teport)

embedded databhase not started",
Sales Wi mycompany.comm

GOCECT1AIF- 131583 58- 20T 38662 31- 1153719961436 Jul 24, 2006 Qpen Mot created
Fault | perfarmance manager 11:07:12 Al GMT  (Cloze
test OWPM report)

SUpRort 3518 FE ORISR, COrD

First| Previous | 1] Mext | Last

To view an incident analysis report:

In the Incident ID/Summary column, click the incident ID for the report you want to see.
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Figure 5-3
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The left navigation menu on the Incident Manager page contains links to the HP
OpenView Support web site home page, the self-solve search engine, the software
patches page, the support case manager page, and the discussion forums web page.

Incident Manager (left navigation menu)

[

imvent

» Incident manager

+ Find incident reparts
»= Re-associate incident
w Metric repaorts

» Support contract info
» Downloads

= Help

Felated links:
= Suppoart home
= Search with self-solve
= Sofware patches
= SUppOrt case manager
» Discussion forums

= Site map
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Find an Incident Analysis Report

You can access an incident analysis report one of three ways:

Click the incident ID listed in the table on the Incident Manager main page (see
page 130).

Search for the report either by incident ID or by specific criteria using the Find
Reports function (see below).

Click the link to the report in your Report Available service notification e-mail (see
page 182).

All three methods require you to sign in to HP Passport before you can view an incident
analysis report.

To search for an incident analysis report by incident ID:

1.

Access the HP OpenView Self-Healing Services Support web site by using the
instructions on page 127.

. Click the Find incident reports link in the left navigation menu. The Find Incident

Analysis Reports page opens (see Figure 5-4 on page 134).

. In the Enter an incident identifier box, type or paste the incident ID for the report

that you want to find.

4. Click Find Report.
TIP The incident ID for a particular report is shown in the Report Available service
notification e-mail you received (see Figure 6-2 on page 182).
To search for incident analysis reports by specific criteria:

1. Access the HP OpenView Self-Healing Services Support web site using the
instructions on page 127.

2. Click the Find incident reports link in the left navigation menu. The Find Incident
Analysis Reports page opens (see Figure 5-4).

3. Required: On the Incident type line, select Fault, System assessment, or both.
A fault report is generated when Self-Healing Services detects a fault in a supported
application. A system assessment report is generated when you initiate a system
assessment from the Self-Healing Services user interface.

4. Required: On the Incident status line, select Open, Closed, or both.
Incidents are open until you explicitly close them.

5. Required: On the Support case status line, select Open, Closed, Not Created, or any
combination of these three options.
If you create a support case for a particular incident, that support case remains open
until you explicitly close it.

6. Recommended: Narrow your search by specifying any or all of the following optional
search criteria:
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Optional: From the System handle/SAID list, select the system handle or SAID
that is associated with the incident analysis reports that you want to find.

If you do not select a specific system handle/SAID, the search will include all
valid system handles/SAIDs associated with your HP Passport profile.

If you do not see the system handle/SAID that you want to specify in the list, add
that system handle/SAID to your HP Passport profile. See “About HP Passport”
on page 174.

Optional: From the Submitted since list, choose the time interval that you want
to search.
If you do not specify a time interval, the search will include all time intervals.

Optional: From the Product list, choose the HP OpenView product associated
with the reports that you want to find.

If you do not specify a product, the search will include all supported products.

Optional: From the Managed client list, choose the managed client associated
with the reports that you want to find.

If you do not specify a node, the search will include all managed clients for which
incident analysis reports exist.

Optional: In the Contact last name box, type or paste the last name of the
individual specified on the Contact Information page in the Self-Healing
Services Ul when the reports that you want to find were published.

Optional: From the Reports per page list, choose the number of reports that you
want to appear on each page in the search results: 10, 20, or 25.

. Click Find Reports.
The List of Incident Analysis Reports page opens (see Figure 5-5 on page 135).

Only incident analysis reports associated with valid system handles/SAIDs that you
have added to your HP Passport profile are displayed in the search results. Incident
analysis reports associated with an expired system handle/SAID are not displayed.

To add system handles/SAIDs to your HP Passport profile, follow the instructions in
“View Your Support Contract Information” on page 162.

To view an incident analysis report associated with an expired system handle/SAID,
re-associate the incident analysis report with a valid (not expired) system handle/SAID,
following the instructions in “Change the System Handle/SAID Associated with an
Incident” on page 159.
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Figure 5-4 Find Incident Analysis Reports Page

zoftware = Management zoftware = Support = Troubleshooting = Incident manadger

Find incident analysis reports

Find incident analysis report by incident identifier

[fyou know vour incident id nlease enter it here, and click the "Find Report' hutton to retrieve
the incident analysis report

Enter an incident identifier

B vvhere do |l find an incident identifier?

Find incident analysis report|s) by criteria

Choose the following criteria to return a list of incident analysis reports. Click the "Find
Reports" button to start the search.

* = required field

Incident type® W Fault W System assessment

Incident status® W open [ Closed

Support case status* W open [T Closed W motcreated

Systern hand|e/SAID | All system handles/SAIDs =| Il moare info
Submitted since Ie‘-‘xll incident analysis reports j

Product | All products =] Mo info
Managed client If"3'~|| managed clients | M uore inio

Contactlast name |

Repors per page |1EI reparts per pagej

m Find Reports »
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Results of Find Reports Operation

Softweare = Management software = Support = Troukleshodting = Incident manadger = Find reports

List of incident analysis reports

Incident analysis report search criteria

Incident type Fault

Incident status Qpen

Support case status Cpen, Mot created
Swstem handlerSAlD All syvstern handlesiSAIDS
Submitted since Last 2 days

Product netwark node manager

mManaged node
Contact last name

Feports per page 10 reports per page

« Return to Find Reports

1-10 of 15 incident analysis reports

Incident ID/Summany | Date/Time Incident |Case status
status

080009FDE56E-1080475476-1499123795- 1114192178149 Apr 22 20048 Closed Mot created
Fault | netwark node manager 5:49:36 P GMWMT  (Reopen
Fri Apr22 10:48:349 IP Topology Replicator (ovrepld) on report)

who.na. acme. com exiting,
Who, &, FIC O E e CofT

0DDBECDE32B0E-20229888-1979199406-11194526092 29 Jun 22, 20048 Qpen Mot cregted
Fault| netwark node manager F03:29 PM GMT (Cloze

netrmon terminated report)

Salas. Lk e omnarns com

0003baa26d22-9051 7 68-834589668-1119427 032006 Jun 22, 2005 Cpen Mot created
Fault | network node manager TAT11 Al GMT (Cloze

Exiting on fatal database error repart)

SUOROr. 8518 Y COMPENY.cOm

0003baa26d22-2760636-834589668- 1119426431753 Jun 22, 20045 Qpen Mot created
Fault | network node manager T4710 AWM GMT (Cloze

Exiting on fatal database error repiort)

SUROOr. STV OMPEn. com

First| Previous | 1| Mext| Last
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The List of Incident Analysis Reports page lists the incident IDs for the incident analysis
reports that match the search criteria you specified. It shows the date and time each
incident was created, the incident’s status, and the incident’s support case status. In the
example shown in Figure 5-5 on page 135, the list contains all the reports published in
the last 2 days for fault associated with the HP OpenView Network Node Manager
(NNM) product.

To view a report, click the incident ID associated with that report.

To perform a new search, click Return to Find Reports.
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The Incident Analysis Report

A custom incident analysis report is generated by Self-Healing Services every time an
incident package is submitted to HP. The time it takes to generate the incident analysis
report can vary because of data collection time and network delays.

When a new incident analysis report is published to the HP OpenView Self-Healing
Services Support web site and is available to you, you (and anyone else that you specify)
receive a Report Available service notification by e-mail that contains a link to the
analysis incident report (see Figure 6-2 on page 182).

You can access an incident analysis report two ways. You can follow the instructions in
“Find an Incident Analysis Report” on page 132, or you can click the link in the Report
Available service notification you have received. Both methods require you to sign-in to
HP Passport.

If the Support Contract Information page is displayed when you sign-in to HP Passport,
this means that you do not have a valid system handle/SAID in your HP Passport profile.
Click the Support contract info link, and add a valid system handle/SAID to your HP
Passport profile. See “About HP Passport” on page 174 for additional information.

You can only view an incident analysis report if the system handle/SAID associated with
that report is in your HP Passport profile, the system handle/SAID associated with it is
valid (not expired), and the incident analysis report has not been deleted (see “Report
Life Cycle” on page 31).

To add system handles/SAIDs to your HP Passport profile, follow the instructions in
“View Your Support Contract Information” on page 162.

To view an incident analysis report associated with an invalid system handle/SAID,
re-associate the incident analysis report with a valid system handle/SAID, following the
instructions in “Change the System Handle/SAID Associated with an Incident” on

page 159.

An incident analysis report is a single web page that has three major sections:
e “Incident Summary” on page 138

e “Detailed Incident Analysis Report” on page 140

e “Case Management and Report Feedback Utilities” on page 147

Each of these sections is described in detail in this chapter.
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Incident Summary

The Incident Summary contains basic information that identifies the incident, its status,
system information for the managed client on which the fault occurred, the configuration
center to which the managed client is assigned, and contact information associated with

the incident (see Figure 5-6 on page 138). It also includes the system handle/SAID
associated with the incident.

Figure 5-6 Incident Analysis Report—Incident Summary

Software = Management software = Support = Troubleshodting = Incident manadger

Incident analysis report
Report information
This report contains information about your incident, as well as detailed product configuration,
patch, technical document, and discussion forum analysis that may be pedinent to resolving the
incident. Options for submitting & support caze or providing feedback on the analysis are also
available.
Incident summary

Incident 1D 09001 3ABE42C-1950483431-1529184787-11531927381455

Incident dateftime Jan 18, 2007 5:49:36 P GMT

Last modified dateftime Jan 20, 2007 10:00:25 Ph GMT

Incident description Thudan 18, 2007 5:46:21 IP Topology Replicatar {ovrepld) on

datactr! .uk.mycompany. com exiting, (e full description)

Incident type Fault

Incident status Closed (Reopen this incident

Support case status Mot Created

Froduct network node manager

Froduct related component Server

Cperating system HP-LIXB.11.11

Canfiguration center mysemner. Us mycampany.com

mManaged client datactr! .uk. mycompany.com

SelfHealing clientwersion 0260092

Systermn handleiSalD hY COMPANY 2007

Contact name John smith

E-mail address{es) jsmith@mycompany.com

Phone number 1-866-555-1212

Top of page
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From the incident summary, you can view the full description of the incident. You can
also close an incident if you no longer need it or reopen an incident that was previously
closed.

To view the full incident description:

In the Incident Summary, click View full description. The Incident Description page
opens (see Figure 5-7). Two items are displayed. The first item is a brief description of
the incident; the second item is a detailed description. The items are separated by a
blank line.

Incident Description Page

Software = Management software = Support = Troubleshooting = Incident manager = REepor

Incident description

« Return To Report

Thu Jan 13 5:49:36 IP Topology Replicator (ovrepld) on datactr! ok mycompany.corm exiting,

Thu Jan 18 5:49:36 IP Topology Replicator (ovrepld) on datactr! .ok mycompany.corm exiting,
pid = 6842

« Return To Report

To close an incident:

In the Incident Summary, click Close this incident.

Closed incidents are deleted from the HP OpenView Self-Healing Services Support web
site if they are not re-opened within 90 days (see “Report Life Cycle” on page 31 for
further information).

To reopen a closed incident:

In the Incident Summary, click Reopen this incident.
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NOTE

Detailed Incident Analysis Report
The detailed Incident Analysis Report section of the report includes the following items:

¢  Product configuration analysis
e Patch analysis
¢ Document analysis

¢ Discussion forum analysis

For a particular fault, some components of the report may not be included, or they may
be empty.

Product Configuration Analysis

The product configuration analysis shows the parameter configuration values for the
managed client that submitted the incident and compares these values to the minimum
required values. Those parameters that do not have a status of “Unacceptable Values.”
Those that do have a status of “Acceptable.” To view the configured and required
parameter configuration values, click the name of a product in the Product
Configuration Analysis table (see Figures Figure 5-8 on page 141 and Figure 5-9 on
page 142). Parameter configuration values displayed in red text on the Product
Configuration Analysis page are unacceptable values.
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Product Configuration Analysis Example (page 1 of 2)

Software = Management zoftware = Support = Troubleshodting =  Incidert manager = REeport

Product configuration analysis

« Return To Report

Introduction

This repart contains information abhoutyour product caonfiguration analysis. Rows that are in bold are
Unacceptable values.

Incident summary

Incident 1D 0017 35885805-25207778-835651725-1166363697024
Incident dateftime Jul 31, 2006 104316 A COT

Product netwark node manager

Product related component Semer 7.40

Operating system Windows XP

Managed client datactrZ us.mycompany.cam

Reports for network node manager

= Physical Memaory
» SWAR Space

Product configuration analysis reports
Physical Memory

Configuration iterm Description Configured Relation Required-
value value

MMM reguired mermory! 1098823761820 == A3EET0412
fiytes hytes

! Phy=ical memary should be greater than ar equalto 512WB. A higher s=etting may be needed to accommodate other
installed software products.

Top of page
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Figure 5-9

Product Configuration Analysis Example (page 2 of 2)

Swap Space

Configuration item De=scription Configured Required-
value value

MMM required swap 1819635875840 F= 536870912
space’ bytes bntes

1 Operating system free swwap space should greater than or egual to 512MB. A higher setting may be needed to
accommodate ather installed software products.

Top of page

« Return To Report

Patch Analysis

The patch analysis lists the HP OpenView application patches currently installed on the
managed client that submitted the incident. This list only includes patches for
applications currently supported by Self-Healing Services; it does not include operating
system patches (see Figure 5-10).

Figure 5-10 Patch Analysis Summary Example (page 1 of 2)

Patch analysis
This takle shows products that had a patch analvsis ran. Click the product to view the patch analysis
for that product. There is also the option to register for proactive patch e-rmail notification.

Patch analysis report m Patches available

SelFHealing Senices 02.60.094 Mo
emanate SMMP agent 15.3.1.0 Mo
event correlation services A03.33 YES
instant support enterprise editian A03.95.500.24 Mo
hetwork node manager 7.80 YES
operations for UG AOT22 YES
Top of page

The Version column lists the application versions installed on the Self-Healing Services
managed client that submitted the incident.

The Patches Available column indicates whether or not more recent patches are
available for the application.
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To see the list of patches for a specific application, click the name of the application. The
detailed Patch Analysis page is displayed (see Figure 5-10 on page 142, Figure 5-11 on
page 144, and Figure 5-13 on page 146). This page also lists application patches that are
available, but not installed on the managed client. Click the links for each patch on this
page to display additional details about the patch, so you can determine whether or not
to install the patch on the managed client that submitted the incident.
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Figure 5-11 Patch Analysis Detail Example for NNM (page 1 of 3)

Patch analysis

« Return To Report

This report contains information about your patch analysis.

Incident summary

Incident 1D 0007 cfazd3582-103874145-209848559-19527945841862
Incident dateftime Jan 26, 2007 T16:071 A GT

Product netwark node manager

Product related component Server

Product version 7.50

Dperating system Sun0s 510

mManaged client shs12

Reports for network node manager

» Patch analysis infarmation
» Current patch summany
» Recommended patches available for installation
» Dptional patches available for installation
» Supplemental analysis notes
» Disclaimer infarmation
» Generation infarmation
= Helpful infarmation

Patch analysis information

Current patch summany

Description Install date Superseded
by patch

PSOY 03441 Solid Database Update T DEC;DED; glgns Mone

PSOY 03450 Consolidated Patch 4 Thu DEE;DEDQ 54315 None

Top of page
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Figure 5-12
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Patch Analysis Detail Example for NNM (page 2 of 3)

Recommended patches available for installation

Patch ID/Description Patch information 1 Release date

BEMCPTSUM 00002
B Component

Lpgrade wersion 00002

PSOY 03436
Consolidated Patch 3

FSOY 03439
Intermediate Patch 12

POy 03446
B ORI Integration
Fatch

Top of page

Critical patch:
Patch dependencies:
Patch dependencies met:

Hardware dependencies:

Cther dependencies:
Special instructions:

Critical patch:
Patch dependencies:
Patch dependencies met:

Hardware dependencies:

Cther dependencies:
Special instructions:

Critical patch:
Patch dependencies:
Patch dependencies met:

Hardware dependencies:

Cther dependencies:
Special instructions:

Critical patch:
Patch dependencies:
Patch dependencies met:

Hardvware dependencies:

Cther dependencies:
Special instructions:

Optional patches available for installation

Patch ID/Description Patch information | Release date

Hone

Top of page

Supplemental analysis notes

Hone

Top of page

Hone
Hone

Jan 27, 2006

Hone
Hone
Yes

Hone
Hone

Jan 30, 2006

Hone
Yes
Yes

Yes
Yes PS5O 03436

Mar &, 2006

Hone
Hone
Yes

Hone
Hone

Apr 25, 2006

Hone
Hone
Yes
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Figure 5-13 Patch Analysis Detail Example for NNM (page 3 of 3)

Disclaimer information

The imventory ofinstalled Openview patches on a Solaris system relies an the Opentiew patch text
documents located in the foptioviReleaseMotesipatches directory. Ifthese documents have been
removed or they do not accurately reflect the true state of the installed Openview patches, the patch
analysis reportwill not accurately reflect the Openiiew patches installed.

Top of page

Generation information

The following is information about the Cpentiew application patch analysis systerm (QAPAS).
QAPAS Yersion: oapasmor1.05.00 2003-02-11

Top of page

Helpful information

= Seltsolve
»= Software patches
= Patch e-mail notification

Top of page

« Return To Report

Document Analysis

The document analysis lists the documents in the HP Support Knowledge Base that may
contain information relevant to the incident. The documents are listed in order of
relevance. The Score column indicates the how relevant a document is to the fault.
Scores range from 0% (not relevant) to 100% (perfect match).

If a large number of documents are relevant, only the highest scoring documents are
shown on the main page of the detailed Incident Analysis Report. Click the View all
document analyses for this incident link to see a comprehensive list. To view one of the
documents listed, click its title.

Figure 5-14 Document Analysis Example
Document analysis
This takle shows the first 1 of 1 documents that were returned based on the anahlsis of vour incident.
The documents are sorted in descending order by scaore.
[ =223 == =2
SIGBIS in CapFilter:Symbollist using OWwAPILevel=4 in known Jun 4, 2004
B application network node manager (BEDE340619) problem
v callbacks OvWwwConfirmCreateSymbolsSBD and
OvwConfirmDeleteSvmbolsCBEG
Top of page
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Figure 5-15
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Discussion Forum Analysis

The discussion forum analysis lists messages from the IT Resource Center (ITRC)
forums that may contain information relevant to the incident. These messages are listed
in order of relevance. Click the Subject links to view the messages. Only the most
relevant messages are displayed on the main page of the incident analysis report. To
view all the messages identified, click the View all discussion forum analyses for this
incident link.

Discussion Forum Analysis Example

Discussion forum analysis

This tahle shows the first 3 of 15 messages thatwere returned based on the analysis of your incident.
The messages are sorted in descending order by score. To view the messange detail, click an the
subject link. After you view the detail you will need to click the broweser back button to return to this page.

e e e

IT Resource Center forums - HE OPERYIEWY TEST EXAMS 40% Aug 21, 2001

ITResource Center forums - How to force MM froubleshooting tools to 38% Qct13, 2006
uze "SHMP Preferred Address" ¢

[T Resource Center forums - MW 751 on 2003 12 error starting B 38% Aug 31, 2006
Semices

» Wiew all discussion forum anahlses for this incident

Case Management and Report Feedback Utilities

The Case Management and Report Feedback section provides links you can use to open a
support case for the incident and to provide feedback to HP on the incident analysis
report. See “Open a Support Case” on page 148 and “Submit Feedback to HP” on

page 154 for further information.
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IMPORTANT

Table 5-1

Open a Support Case

If an incident analysis report does not provide you with enough information to solve a
problem yourself, you can open a support case for the incident from the incident analysis
report and submit it to the HP Response Center.

Self-Healing Services provides your HP support engineer with immediate access to the
collected data and system information for the incident as soon as you submit a support
case. This way, your HP support engineer can quickly come up to speed with your issue
before talking with you. Hence, the support engineer's first interaction with you is about
a solution and not about the problem. This saves you time, as you do not need to verbally
explain the problem to the support engineer. Resolution of the support case is managed
based on the service level agreement between HP and your organization.

To open a support case,

1. Access the HP OpenView Self-Healing Services Support web site using the
instructions on page 127.

2. Locate the incident analysis report that you want to work with using the process
described in “Find an Incident Analysis Report” on page 132.

3. If the incident status on the incident analysis report is Closed, click the Reopen this
incident link in the report to reopen it.

4. Click the Create a support case for this incident link at the end of the incident
analysis report (see Figure 5-14 on page 146). The Create a Support Case for This
Incident page is displayed (see Figure 5-16 on page 150 and Figure 5-17 on
page 151).

In the Categorize the problem section of this page, the Product and System
handle/SAID fields are pre-populated. Do not delete or change these items.

5. From the Product version list, choose the product version installed on the managed
client where the fault occurred.

6. From the Operating system list, choose the operating system running on the
managed client where the fault occurred.

7. Choose an Urgency level (Normal, High, or Critical) for your support case from the
drop-down list using the guidelines in Table 5-1.

Support Case Urgency Levels

Level Meaning

Normal Choose Normal if the product is usable with some restrictions or a
moderate work-around and no data loss has occurred. Also, choose
Normal if the product is usable with a simple work-around that
includes rare corner cases.

High Choose High if the product is usable with severe restrictions or a
difficult work-around and no data loss has occurred.

148

Chapter 5



Table 5-1

Incident Analysis Reports

Open a Support Case
Support Case Urgency Levels (Continued)
Level Meaning
Critical Choose Critical if the product is unusable with no work-around, or if

data loss or data corruption has occurred. Any failure requiring a
restart of the client or server should be submitted as Critical.

8.

10.

Review the Case title and Case details supplied by Self-Healing Services, and add
any information you feel would be helpful to your support engineer.

. Review the contact information shown for your case, and make any necessary

modifications. The pre-populated e-mail address and telephone number come
directly from your HP Passport profile.

If you would like to change this information permanently, click the Edit your profile
link at the very top of the page. This will take you to the profile editing functions for
your HP Passport account. See “About HP Passport” on page 174 for additional
information.

If you want to change the e-mail address and telephone number for this support case
but not alter the information stored with your HP Passport profile, edit the
pre-populated e-mail address and telephone number information on the form (see
Figure 5-17 on page 151). The HP support engineer who is assigned to the support
case will only have visibility to the e-mail address and telephone number you have
submitted on this form.

Click Send Case to submit your support case to the appropriate HP Response
Center. The HP Response Center will be selected based on your support system
handle or service agreement identifier (SAID).

The Create Support Case - Thank You page is displayed with a summary of the
information you provided (see Figure 5-18 on page 152).
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Figure 5-16 Create a Support Case for This Incident Page (page 1 of 2)

software = Management software = ZSupport = Incident manager = REeport

Create a support case for this incident

This farm lets you submit a new support case directly to a Hewlett-Fackard Suppont Center. After
vou have completed this form, press the 'Send Case' button at the hottom of the page.

* = required fields

1. Catagorize the prohlem

Incident 1D 09001 3AB842C-1950483431-1529184787-11531927 38155
Incident datedtime Jan 18, 2007 5:49:36 PM GMT

Product network node manager i
Productversion Select ane... ¥

Operating system Select one... v

Systern handlesSalD MY COMPANYZ007  w

Urgency Mormal % |l maore info

Supportcase D Will he e-mailed to you after vou submitthe case.

2. Enter problem details

Case title (maximumm of 70 characters)®

Thu Jan 15 5:46:21 IP Topology BEeplicator b
[owrepld) on who.na.acme.com exiting, b
a characters remaining far case title

Case details (maximorm of 4000 characters)®

Thu Jan 18 5:46:21 IP Topology BEeplicator
[owvrepld) on who.na.acne.com exiting, pid = 6342

3503 characters rermaining for case details
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Figure 5-17 Create a Support Case for This Incident Page (page 2 of 2)

3. Provide support case contact information

The case id will be sent to your e-mail addressies) thatyou enter here. Ifyou want to enter multiple e-
mail addresses separate them with a semicolan ). twill also be used to keep you informed of any
changes to your case.

E-mail address* jsmithiE@mycomparny.cam B iore indo
Telephone number® 1-866-5551212 B iore indo
Contact preference @ E-mail O Telephone
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Figure 5-18

Create Support Case—Thank You Page

Software = Management software = Support = Incidert manadger = Report

Thank you

Thank you, your support case has been submitted

Your support case has been received.

The infarmation you submitted is displayed below.

You may want to print this page foryour records.

Do nat click the brovwser back button to resubmit this case; you may l0se your case.
Eeturn to the incident analysis report you were viewing.

Frovide additional feedback on the analysis ofthis incident.

Prohlem categorization

Incident 1D 090013AB842C-1950483431-1528184787-11531927381485
Incident dateftime Jan 18, 2007 5:49:36 P GMT

FProduct netwaork node manager

Froductversion all

Operating system all

Systern handle/SAID rAY COMPANY 2007

Lrgency Marmal

Support case 1D Wil he e-mailed toyau.

Case title

ThuJdan 18 9:48:36 IP Topology Replicator {ovrepld) on datactr! .uk.mycompany.com exiting

Case details
Thu Jan 18 5:49:36 IP Topology Replicator (ovrepld) on datactr! ak mycompany.com exiting, pid = 6342

Support case contact information

E-mail address jErmith@Emycompany.corm
Telephone number 1-866-9551212
Contact preference E-mail

Return To Report =
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Once you create a support case, the Create a support case for this incident link at the
end of the incident analysis report is replaced with a View/edit case... link as shown in
Figure 5-19. Click this link to see information about your case while it is being addressed
by the HP Response Center.

Figure 5-19 Incident Analysis Report page with Support Case Created

Support case management and analysis report feedback

The following links provide the ahility to Vieswredit the support case thatyou have submitted
associated with this incident and the ability to provide feedback on the analysis report.

= Yiewledit case D 35683155489 (case submitted on Jan 26, 2007 6:45:20 AWM GWT)
= Provide additional feedback on the analysis ofthis incident

Top of pane

NOTE In Figure 5-19, the customer has already provided feedback on the analysis to HP, so the
link now reads Provide additional feedback on the analysis of this incident.
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Submit Feedback to HP

You can submit feedback to HP regarding the quality and usefulness of an incident
analysis report by clicking the Provide feedback on the analysis of this incident link at
the end of the incident analysis report. Your feedback is used to improve the quality and
relevance of the recommended solutions in future Self-Healing Services incident
analysis reports.

To submit feedback,

1.

Access the HP OpenView Self-Healing Services Support web site using the
instructions on page 127.

. Locate the incident analysis report that you want to work with using the process

described in “Find an Incident Analysis Report” on page 132.

. Click the Provide feedback on the analysis of this incident link at the end of the

incident analysis report (see Figure 5-14 on page 146). The Incident Analysis
Feedback page is displayed (see Figure 5-20 on page 155 and Figure 5-21 on
page 156).

. Complete the feedback form, providing feedback on how helpful each section of the

report was to you, and provide any pertinent comments. Fields marked with an
asterisk are required.

. Click Send Feedback.
. The Feedback - Thank You page is displayed with a summary of the information you

provided (see Figure 5-22 on page 157).
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Figure 5-20 Incident Analysis Feedback Form (page 1 of 2)

Software = Management software = Support = Incidert manager = Report

Incident analysis feedback

Analysis feedback instructions

Help us improve aur incident analysis report by providing some feedback.

*=required fields

1. General incident analysis feedback

How helpful was the incident analysis report™
Flease select one...

Frovide comments yau have aboutthe incident analysis report

characters remaining for commerts

2. Product configuration analysis feedback

Howe helpful was the product configuration analysis?™
Please select one... +

Describe what part of the product configuration analysis was helpful

characters remaining for product configuration analysis comments

3. Patch analysis feedback

Howe helpful was the patch analysisy™
Please select one...

Describe what part ofthe patch analysis was helpful

characters remaining for patch analysiz commenrts
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Figure 5-21 Incident Analysis Feedback Form (page 2 of 2)

4. Technical document analysis feedback

Howr helpful was the technical document analysis? *
Please select one... #

Select the technical documents that helped

Helped Document title

o FPatch for Mar-05 s700_800 HP-LI 11 % network node manager ¥ x {(PHSS_33072)

F Patch for Mar-05 sTO0_800 HP-LE 11 X network node manager 7.1 (FHS5_33073)

List any additional documents (by doc id) that helped solve this problem

5. Discussion forum analysis feedhack

How helpful was the discussion farum analysis?™
Please select one... #

Selectthe discussion forum messages that helped

Helped Meszzage title

o IT Resource Center forums - firewall configuration for Remote Console on BT
F IT Resource Center forums - Extreme Switch disappear from map

[F] IT Resource Center forums - Chjectin OBJ-DB not rermovable with ovtopofiz-r
F IT Resource Center forums - specify symbolhitmap for interface type

o [T Resource Center forums - oid_to_sym equivalent for ifType

F IT Resource Center forums - OV Trace

o IT Resource Center forums - Items showing "REMOYVED" in Selectiontame
F [T Resource Center forums - Sarting MMM topology database

o IT Resource Center forums - HPOW MM topology dataware house

F IT Resource Center forums - Prablems for send an email in automatic actions
[] IT Resource Center forums - Can | farce a rauter, that | dant manage, and cannot ping into

the topology of node manager?

List additional discussion forum messages by url) that helped solve this problem

Send Feedback »
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Figure 5-22 Feedback - Thank You Page (1 of 2)

oftware = Management software = Support = Incidernt manager = Report

Thank you

Thank you for your feedback

Your incident analysis feedhack has been received.

The feedback you submitted is displaved helow.

You maywant to print this page for your recards.

ou can return to the incident analysis repor you were wieswing.

General incident analysis feedhack

Howe helpful was the incident analysis report?
Helped a lot

Provide comiments you have about the incident analysis report
Thiz was extremely helpful and saved me hours of investigation time.

Product configuration analysis feedback

Howe helpful was the product configuration analysis?
Helped a lot

Describe what part of the product configuration analysis was helpful
| found a problem with my configuration right away.

Patch analysis feedback

Howw helpful was the patch analysis?
Helped a lot

Describe what part of the patch analvsis was helpful
| needed two patches that [was previously unaware of,

Technical document analysis feedback

Howe helpful was the technical document analysis?
Helped a lot

Selectthe technical documents that helped

« Fatch for Mar-05 =700 800 HP-L 11 % network node manager 7% (FHSS 33070
« Fatch for Mar-05 5700 800 HP-L 11 network node manager 7x (FHSS 330735

List ary additional documents (by doc id) that helped solve this problem

« Mo additional documents listed.
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Figure 5-23 Feedback - Thank You Page (2 of 2)
Discussion forum analysis feedback

Howw helpful was the discussion forum analysis®?
Helped a lot

Selectthe discussion forum messages that helped

o [TResource Center forurms - HEOW BEM topolooy dataware house
¢ |TResource Center forums - MM and YLAN topolooy
o |TResource Center forums - Sording BEM topology database

List any additional discussion forum messages by url) that helped salve this problem

« Mo additional discussion forum messages listed.

Return To Report »
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TIP

NOTE

Incident Analysis Reports
Change the System Handle/SAID Associated with an Incident

Change the System Handle/SAID Associated with an
Incident

When an incident package is submitted to HP, the system handle/service agreement
identifier (SAID) you provided on the Self-Healing Services client user interface (UI)
Contact Information page is submitted with it. The system handle/SAID is used for
entitlement to HP OpenView Self-Healing Services. If the system handle/SAID is valid,
the incident passes the entitlement check. The incident is then “received” by
Self-Healing Services, and a custom incident analysis report is generated.

The system handle/SAID submitted with an incident can expire. If it does, you will no
longer have access to view the incident or its analysis report until you re-associate the
incident with a new valid system handle/SAID and add the new system handle/SAID to
your HP Passport profile.

You can change the system handle/SAID associated with any of your submitted incidents
from your HP OpenView Self-Healing Support web pages.

To re-associate an incident:

1. Access the HP OpenView Self-Healing Services Support web site using the
instructions on page 127.

2. Click the Re-associate incident link in the left navigation menu. The Re-associate
Incident page is displayed (see Figure 5-24 on page 160).

3. In the Incident ID box, type or paste the incident ID.

The incident ID can be found in the Report Available service notification you
received by e-mail (see Figure 6-2 on page 182).

4. From the System handle/SAID list, choose the new system handle/SAID that you
want to associate with the incident.

If you do not see the system handle or SAID that you want to use in the drop-down
list, add the system handle/SAID to the list by clicking the Support contract info
link and adding this system handle/SAID to your HP Passport profile as described in
“View Your Support Contract Information” on page 162.

5. Select the Update all incidents... box if you also want to re-associate all the incidents
associated with the same system handle/SAID as the incident you typed above.

6. Click Next. The Incidents to be Re-associated page is displayed (see Figure 5-25 on
page 161).

7. If you approve of the incident re-associations listed on the Incidents to be
Re-associated page, click Re-associate Incidents. The System Handle/SAID
Updated page is displayed (see Figure 5-26 on page 161).

8. If you do not approve of the incident re-associations listed, click Previous Page, and
change your selections.
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Figure 5-24 Re-associate Incident Page

Softweare = Managemert software = Support = Trouwbleshooting = Incident manacger

Re-associate incident
Step 1 of 2

Instructions

« Enteranincidentid and select a system handlerSAID yau want to associate with that
incident.

& [fyouswant to update all incidents that use the same system handlefSAID as the incident
identifier vou select below, please check the check box.

o Click ™ext' button to continue.

*= required field

System handle/SAID and incident information

Incident ID*

Systerm handlefSAlD* omelect a system handle/SAID (»

] Update all incidents that have the same systerm handlefSAID as the incident entered abowa.

Mote: Ifyou do not see a system handlefSAID in the drop-down list above that you wiant to use, please
g0 to your support contract information to update vour system handlesfSAIDS.
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Figure 5-25 Incidents to be Re-associated Page

Software = Management software = Support = Troubleshodting = Incident manager

Incidents to be re-associated
Step 2 of 2

Important information

¢ The following incident ID's will be re-associated to the new system handlefSAID.
» |0 addition, any new incidents currently being processed will he updated.
» Selectthe "Re-associate Incidents" hutton to complete this change.

' . 0ld system Hew system

0D010B57AQD08-17330512- Jan 14,2007 MYCOMPANYZO0E  MYCOMPAMYZ00T
412101159-1110840170948 10:42:50 P
GMT

« Previous Page Cancel = Re-associate Incidents »

Figure 5-26 System Handle/SAID Updated page

Softwware = Management software = Suppord = Troubleshooting = Incident manager

System handle/SAID updated

Important information

« Toavoid creation of additional incidents with the previous systerm handlefSAID you must
update the system handlerSAID on the SeltHealing.

« All ofyour selected incidents shaould be updated with the new system hiandlarSAlD within
the next hour,

» Toview ather incidents you may want to go to the main page.

Systermn handle/SAID and incident information
Incident 1D 0010B57AQD08-17330512-412101158-1110240170948
Incident dateftime Mar 14, 2005 4:42:60 PM CST

Incident description Application Monitor did not get started since no fault configuration

file could
Managed node MYSBMENUS. MYCOMPEn. com
Old systern HandlerSAID MY COMPANY 2006
Mew systerm HandlerSalD MY COMPANY2007

Go to Main Page =
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View Your Support Contract Information

You can view and modify your HP support contract information at any time from your
HP OpenView Self-Healing Services Support web pages. This information includes all
system handles/SAIDs that you have added to your HP Passport profile. The following
information is available for each of your system handles/SAIDs:

e Expiration date
e Status (Active or Inactive)

¢ Number of support contract incidents available for that system handle/SAID.

To view your HP support contract information:

1. Access the HP OpenView Self-Healing Services Support web site using the
instructions on page 127.

2. Click the Support contract info link in the left navigation menu. The Support
Contract Information page is displayed (see Figure 5-27 on page 163).

To add a system handle/SAID to your profile,

1. In the System handle or SAID box, type or paste the system handle or SAID exactly
as it appears in your HP support contract. Your system handle/SAID is
case-sensitive.

NOTE Your HP support contract may refer to your System Handle/SAID as your “Support
Account Reference.”

2. Click Add System Handle/SAID to Profile. The new system handle/SAID is added to
your list.

If you are unable to add a system handle/SAID that you believe to be valid to your HP

Passport profile, you can submit a request for HP to research your HP support contract.

To ask HP to research your support contract:

1. Click the Investigate my contracts, system handles, or service agreement
identifiers link.

2. Provide as much of the information requested on the Investigate Support Contract

page as you can to enable HP to research your support contract (see Figure 5-28 on
page 164).

3. Click Submit. The Investigate Support Contract - Thank You page is displayed with
a summary of the information you provided (see Figure 5-30 on page 166).

4. Click Continue.

To delete a system handle/SAID from your profile:

1. Click the Delete link for that system handle/SAID. A dialog box opens asking you if
you really want to delete this system handle/SAID.

2. Click OK.
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To get HP Sales contact information:

Click Contact HP sales for assistance to view a list of HP OpenView resellers, US
and Canadian sales contact e-mail addresses and phone numbers, and international
sales contact e-mail addresses and phone numbers.

Figure 5-27 Support Contract Information Page

Softweare = HP Opentiew = Support

Support contract information

Support contract information

This tahle displays software contract system handles andior service agreement identifiers (SAIDs)
that are associated with your HP Passpoart profile.

S}rstem handle/ Incldents
m
MY COMPANY2Z00T Dec 11, 2004 Active Mot limited Deleta
MY COMP AN 2006 Dec 11, 2004 Inactive Delete

Add a system handle or SAID to your profile

Systemn handle ar SAI0: |

Add Sy=stem HandlesSAID to Profile »

Assistance options

» Inwestinate my contracts, system handles, or service agreement identifiers
» Contact HP sales for sales assistance

NOTE Anytime that you want to return to the Self-Healing Services support web site, click
Finished.
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Figure 5-28 Investigate Support Contract Page (1 of 2)

Software = HP Open®iew = Zuppor

Investigate support contract

Please complete as much as possible ofthe information requested below to enable Hewelett-
Packard to research your contract. ¥ou can check an the status ofthe investigation by sending this
form again. We tr to complete all investigations within three business days, and notify customers
ofthe findings via e-mail. Currently, Kanji characters are not supported.

* = required firlds.

Contact information

First name™ IJl:lhn

Last name™ I Smith

Title: |

CompanyiQrganization™ I

Address: I

Address line 2 I

City: |

StatedProvince: |

ZipiPostal code: |

CountryiRegion® IUnited otates j
E-mail address™ |jsmith@mycnmpany.cum
Business phaone: |+|3|

Fax number: |+|3|
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Figure 5-29 Investigate Support Contract Page (2 of 2)

Investigation information

Your systern handle ar SAID* |

Product associated with contract: |

Description ofthe situation and details about why a contract investigation is heing requested:®

=
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Figure 5-30 Investigate Support Contract - Thank You Page

Software = HP Open®iew = ZSupport

Investigate support contract

Thank you for your request

« Your support contract request has heen received.
« The requestyou submitted is displayed below.
e You may want to printthis page foryour recaords.

Contact information

First name: Jahn

Last name: Smmith

Title: IT
CompamgQrganization: HF

Address: 128 Happy Canyon Road
Address line 2 uite 200

City: Clear Walley
State/Province: CA,

FipiPostal code; 12345

CountryRegion: LInited States

E-mail address: jsmith@mycompany.com
Business phone: 1 (8BE) 555 1212

Fax number:

Your system handle or SAID: hAY CORMPARNY 2007

Froduct associated with contract, IR

Description ofthe situation and details abhoutwhy a contract investigation is being requested:
Unable to add valid system handle to HP Passport

166
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Metric Reports

Metric reports tally the number of faults that occur, incidents that are generated, or
support cases that are opened for a single managed node or for all the managed nodes in
a Self-Healing Services managed environment over a specific period of time.

Metric reports provide a snapshot of Self-Healing Services activities that have taken
place in your environment over a specified period of time. Using a metric report, you can
quickly determine the following things for any or all of your managed nodes:

e  Number of faults that were detected
e  Number of incidents that were submitted
¢ Number of support cases that were created

You can create and view metric reports in the Incident Manager on the HP OpenView
Self-Healing Services Support web page. When you create a metric report, you can use
the following filter criteria:

— HP OpenView product (or products)
— Managed node (or nodes)

— Date range

— System handle (or SAID)

You can create metric reports for one particular managed node or all the managed nodes
associated with the system handle/SAID that you specify. Likewise, you can create
reports for one specific product or all products associated with that system handle/SAID.

There are three types of metric reports available:

Report Type Description

Incident frequency report | An incident frequency report shows you how many times
a particular incident occurred during the specified time
period. The data is summarized by month.

Sample incident frequency report

Fault frequency report A fault frequency report shows you the total number of
incidents that occurred during the specified time period.
The data is summarized by month. Unlike the incident
frequency report, the fault frequency report does not
indicate which specific incidents occurred or which HP
OpenView products were involved.

Sample fault frequency report

Case creation report A case creation report shows you how many support cases
were created during the specified time period. The data is
organized by managed node and then by product. The
total number of support cases is shown for each managed
node included in the report.

Sample case creation report
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NOTE

TIP

These reports only include incidents that are associated with actual faults. They do not
include incidents associated with manually submitted incidents, system assessments,
audits, additional data submissions, or connectivity tests.

Metric reports are presented in portable document format (PDF). To view a metric
report, you must use the Adobe Acrobat Reader. You can download a free copy of the
reader at the following web site:

http://www.adobe.com

View your metric reports

You can view existing metric reports using the Incident Manager at the HP OpenView
Self-Healing Services Support web site. You must have an active support contract and
valid HP Passport sign-in to view your reports.

To access the HP OpenView Self-Healing Services Support web site:

1. Open a web browser and go to the following address:
http://support.openview.hp.com/software/analysis/main
The HP Passport Sign-In page opens.

2. In the User ID box, type your HP Passport user ID.

3. In the Password box, type your HP Passport password.

4. Click Sign-in.

To view an existing metric report:

1. In the left navigation menu, click Metric reports.

The Metric Report page appears. The reports are listed in order from most recent to
least recent. Any reports generated during the last 24 hours have a HEw? icon. Only
the 20 most recent reports created during the last 30 days are listed. Reports more
than 30 days old are removed from the system.

2. To view a report, click the Date/Time generated link for that report.
The File Download dialog opens.

3. Choose one of the following options:

¢ C(Click Open to view the report from its current location.
The PDF file containing the report is displayed in a new window.
e (Click Save to save a copy of the report locally.

Browse to a location of your choice, and save the PDF file.
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Create a metric report

A metric report is truly a snapshot in time. After a metric report is created, it is not
updated as new information becomes available. You can create a new metric report at
any time, however, using the Metric Report page on the HP OpenView Self-Healing
Services web site.

Before you can work with metric reports, you must log on to the web site using HP
Passport. See view your metric reports for details. The following instructions assume
that you have logged on and are now viewing the Metrics Report page.

To create a new metric report:

1. Click the Create New Report button.
The Create New Report page opens.

2. In the Description of report box, type a description for your report that will
differentiate it from the other reports in the list.

3. From the Report type list, choose the type of report that you want to create.
For information about report types, see page 167.

4. From the System Handle/SAID list, choose the system handle (or SAID) that is
associated with the faults, incidents, or support cases that you want to work with.

5. Optional: From the Product list, choose the specific HP OpenView product whose
faults, incidents, or support cases you want to view, or choose All products.

6. Optional: From the Managed node list, choose the specific managed node that you
want to work with, or choose All managed nodes.

7. Click the calendar button to the right of the Start date box, and choose the date that
you want to start the reporting interval.

8. Click the calendar button to the right of the End date box, and choose the date that
you want to end the reporting interval.

9. In the E-mail address box, type your e-mail address.

The E-mail address box is prepopulated with the e-mail address from your HP
Passport profile. You can specify a different address if you prefer.

10. Click Create Report.

The Thank You page appears. After Self-Healing Services creates your report, it
sends you an e-mail notifying you that the report is available and providing a link
that you can click to view the report.

Copy a metric report

You can use an existing metric report as a template for a new report. This saves you
time, for example, if you want to generate the same report you created last month and
simply change the dates and title.

Before you can work with metric reports, you must log on to the web site using HP
Passport. See view your metric reports for details for details. The following instructions
assume that you have logged on and are now viewing the Metrics Report page.
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To copy an existing metric report:

1. On the Metric Reports page, click the Copy link for the report that you want to copy.

The Copy of a Report page appears. The fields on this page are filled out identically
to the report you copied.

2. Change any of the fields that you want to customize for the new report. To return all
the fields to the state they were in when you clicked the Copy link, click Reset.

3. Click Create Report.

The Thank You page appears. After Self-Healing Services creates the new report, it
sends you an e-mail notifying you that the report is available and providing a link
you can click to view the report.

Delete a Metric Report

You can delete any metric report that you have the ability to view. After a report is
deleted, it cannot be retrieved.

Before you can work with metric reports, you must log on to the web site using HP
Passport. See view your metric reports for details. The following instructions assume
that you have logged on and are now viewing the Metrics Report page.

To delete a metric report:

1. On the Metric Reports page, click the Delete link for the report that you want to
delete.

2. Click OK to delete the report.
The report is deleted, and the table of reports is updated to reflect this.
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Download Client Software

You can download the latest Self-Healing Services and/or ISEE client software from your
HP OpenView Self-Healing Services Support web pages.

To download client software:

1. Access the HP OpenView Self-Healing Services Support web site using the
instructions on page 127.

2. Click the Downloads link. The Download Software page is displayed.

3. In the Downloads section of the page, click the Self-Healing Services or ISEE client
link for the operating system running on the node where you will install it.

Downloads

Self Healing downloads

= Download w260 for HP-LG Ctan EH
= Download w2 60 for Sun Solaris (tar) B
» Download v2.60 for MicrosoftWindows (zip) EM

ISEE downloads

» Download for HP-U Bl

» Download far HP-U tanium Server EM
» Download far Sun Solaris B

» Download far Microsoft Windows EM

4. Read the HP Software License Terms.
5. Click I Agree if you accept the terms of the license.
6. Save the file on your local system.

In addition to the client software, you can download the following documents from the
Self-Healing Services Download Software page:

e HP OpenView Self-Healing Services User’s Guide

e HP OpenView Self-Healing Services Installation Guide

® Quick Installation & Configuration Guides for the Self-Healing Services Client
¢ Quick Installation & Configuration Guides for the ISEE Client

¢ Frequently Asked Questions (FAQ)

e Self-Healing Services Data Sheet

e Self-Healing Services White Paper
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NOTE You can also reach the Download Software page using the link in the Self-Healing
Services user interface or directly using the following web address:

http://support.openview.hp.com/self healing downloads.jsp
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Your Self-Healing Services Sign-In Information

If you forget your user name or password for Self-Healing Services, you can request this
information from HP.

To retrieve your user nhame and password:

1. On the Sign-In page, click Forgot user name and/or password.
2. Click Send info.

Self-Healing Services will e-mail your user name and password to the e-mail address
specified on your User Name & Password page. If you did not specify an e-mail address
on the User Name & Password page, the e-mail address specified on your Contact
Information page is used.
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About HP Passport

HP Passport is a single login service that lets you register with HP Passport-enabled web
sites using a single user identifier and password of your choice. HP Passport stores your
basic personal information—user ID, password, name, e-mail address, country and
language preferences—so you don't have to retype it when you return to one of HP's
many web sites in the future.

HP Passport profile information is protected by industry-standard encryption technology
and follows strict HP privacy policies.

If you have forgotten you HP Passport password, you must establish a new password.

To establish a new HP Passport password,

1. Click the Forgot password link. The Forgot Your HP Passport Password page is
displayed (see Figure 5-31).

2. Follow the on-screen instructions to establish a new password.
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Figure 5-31 Forgot Your HP Passport Password Page

Forgot HP Passport password

Ifyau have fargotten wour HP Passport password, you will need to choose a new ane. Simply
follow these steps:

13 Enter your user ID and e-mail address helow. This information is used to authenticate
wour request.

23 Y ou will receive an e-mail message from HP containing a Wweb hyperlink that authorizes you
tochange your password. Click the hyperlink in the e-mail message to begin the process.

i you will be prompted to enter your user ID again, then enter a new password.
To beqgin, enteryour user ID and e-mail address below, then click " Submit".

*= Required field

User information

User D || [ |

E-rmail address* |

E Secure I Submit »
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If you are new to HP Support, you must create a new HP Passport user account.

To create a nhew HP Passport account:

1. Click the New users - please register link. The HP Passport New User Registration
page is displayed (see Figure 5-32 on page 177).

. Type the User ID and Password you want to use when you sign-in to HP Passport.
. In the Confirm password box, type your password in again.

. Type your First name, Last name, and E-mail address.

o~ W N

. From the respective drop-down lists, select your Preferred language and your
Country/region of residence.

6. In the HP Privacy Policy, select the appropriate radio buttons to specify how you
want HP to contact you.

7. Optional: If you want to provide business or home contact information, click
Optional Contact Information, and fill in the information that you want to provide.

8. Click Continue. This creates your HP Passport account.

9. To use your account with Self-Healing Services, you will need to add at least one
system handle or SAID to your HP Passport profile. See “View Your Support
Contract Information” on page 162 for additional information.
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HP Passport New User Registration Page

HP Passport new user registration

HF Passportis a single login setvice that lets you register with HP Fazspart-enablad Web
gites using a single user identifier and password of your choice.

*= Required field

Sign-in information

User |D* | [ |

(Minimum 5 charactars letters, numbers and special characters)

Password® |

(Minimum & characters letters, numbers and special characters)

Confirm password® |

Personal information

Title (e, M=) i |

First name*

Middle name

Last name*

E-mail address* |

[E-mail address must be differant for each user [0

Preferred language™ |Chinese - Traditional j
CountnyRegion of N -
residance® |Un|ted States J

HP Privacy policy

Qccasionally HP communicates information an products, services andfor support that i |
may he relevant to vou. This may include new product infarmation, special offers or
possibly an invitation to padicipate in market research.

Click %es'if HP may contact you by the method described, or click o' ifvou do not want
HF to contact you by that method.

E-mail* Cves O Mo
Fostal mail T ves 0 MNo
Fhone T vas 7 po

To provide husiness and home contact information, click "Optional Contact Information®.

Optional Contact Information = E Secure

port
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Understanding Service Notifications

This chapter describes the Self-Healing Services service notifications you will receive
from HP when you install Self-Healing Services, when an incident is submitted to HP
through Self-Healing Services, when a fault is submitted to HP with an invalid system
handle/SAID, or when you upload additional data for an open support case and submit it
to HP through Self-Healing Services.
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In This Chapter

In This Chapter

This chapter describes the following service notifications:

e  “Welcome to Self-Healing Services Notification” on page 181
¢ “Report Available Notification” on page 182

e “Entitlement Action Required Notification” on page 183

e “Additional Data Requested Notification” on page 187

e “Additional Data Received Notification” on page 188

e “Metric Report Available Notification” on page 189
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Welcome to Self-Healing Services Notification

You will receive a Welcome to HP OpenView Self-Healing Services notification when the
Self-Healing Services client is successfully installed and your connection to HP using
ISEE is operating correctly (see Figure 6-1). You will also receive this notification each
time you change your Contact Information in the Self-Healing Services client user
interface and click the Save and Send Connectivity Test button.

Welcome to HP OpenView Self-Healing Services Notification

From: HP Open¥iew Zoftware 3upport
[mailto:openwiew-zself-heal ingihp. com ]

Sent: Sunday, December 03, 2006 1l0:26 AM

To: 3mith, John

Subject: Welcome to HP OpenView 3elf-Healing 3ervices!

This message has been automatically generated. Please do not reply
to this meszadge.

Welcome to HP OpenView Zelf-Healing Serwices! You hawve
succezzfully confiqured your software and are how contiected. These
gervices will prowvide you with custonized assistance to help vyou
solwe wour software difficulties and keep your systewms running
smoothly.

Date/Tine: Dec 3, 2006 5:24:54 PM GHMT
Systen hame: LYServer.us . nyCconpany. comn

Tour feedback is waluable to us. Flease take a few minutes to
participate in a short survey regarding your experience with
installing and configuring HP OpenView 3elf-Healing Services.
Thiz surwvey should only take a few minutes and will help us to
improwve our gervice Lo you., If you would like to participate in
the survey, please go to the below web addresa:

Thank wou,
HF OpenView 3Zelf-Healing Jervices Teanm
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Report Available Notification

When an incident is submitted to HP, a custom analysis incident report is created for
that incident and published to a private HP OpenView Self-Healing Services Support
web page. Once the analysis incident report is available on the web, you will receive a
service notification containing a link to the analysis incident report (see Figure 6-2).

Figure 6-2 Report Available Notification

From: HP Open¥View Zoftware Support
[mailto:openview-self-heal ingihp. com]

Jent: Jaturday, December 02, Z006 12:22 PH
To: Zmith, John

Subject: Report Awvailable: "Test 1™ - HP OpenView Self-Healing
Services
This message has been automatically generated. Please do not reply
to thiz message.
Your recently subnitted HP OpenView Zelf-Healing Jervices incident
has been analy=ed, a report has been generated and it is awailahle
on the HPF OpenView 3upport web site. Please wiew your HPF OpenView
Incident Analwsis Report at the following web address (HP Passport
sign-in & actiwe support contract regquired):
http: //support.openview.hp . con/software/analysis/reportrincident=
Qo00oooo0000-00000000-0000000000-0000000000000
After vou zigh-in with an HPF Pasgport account, you may heed to
provide the HP OpenView Support system handle / serwice agreement
identifier ([3AID) which was used to subnit the incident. ¥ou can
find thiszs system handle / SATD in the HPF OpenView Self-Healing
Serwices client contact information located on the system from
which thisz incident was submitted.
This report will prowvide you with customized information and
azsistance to help yvou solwe your software difficulties and keep
YoUur systems running smoothly. In the event that you require
perzonal aszistance, vou will also be able to create a support
case for this incident from the incident analysis report.

Incident Summary:

Date/Time: Dec 2, Z00& 7:15:09 PM GHT

Gystem name: WYSEerver.us.nycoupany. con

Product: Gelf-Healing Serwvices

Incident ID: Qoooo00o0o00-00000000-0000000000-0000000000000
Short description: Test 1

Problem Detail:
Thiz will test the submission path and notification flow.
Thank wou,
HPF Open¥Wiew 3Zelf-Healing Jervices Team
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Entitlement Action Required Notification

If an incident or system assessment is submitted to HP with an invalid system handle or
service agreement identifier (SAID), you will receive a service notification by e-mail
informing you there is an entitlement issue and the incident cannot be processed by HP
until it is corrected (see Figure 6-4 and Figure 6-5).

The following conditions will cause entitlement problems:

Your support contract has expired.
Your system handle or SAID has changed.

You typed your system handle or SAID incorrectly when you customized your contact
information using the Self-Healing Services client user interface (see Figure 3-7 on
page 67)

Your system handle is case-sensitive, so make sure your customer-specific HP OpenView
application system handle or SAID in the System handle/SAID field on the Contact
Information page exactly matches what appears in your HP support contract.

To correct an entitlement issue:

1. Read the entire e-mail message.

2. Click the link in the e-mail. If you are not already signed in to HP Passport, The HP

Passport Sign-In page opens.

. If the HP Passport Sign-In page opens, sign in to HP Passport. See “Access the

Self-Healing Services Support Web Site” on page 127 for additional information.

After you sign in to HP Passport, the Invalid System Handle/SAID page opens (see
Figure 6-3).

. From the System handle/SAID list, select the system handle or SAID that you want

to associate with the incident from the list.

If the system handle or SAID that you want to use does not appear in the list, follow
these steps:

a. Click the support contract information to update your system handles/SAIDs
link at the bottom of the page.

b. Follow the instructions on page 162 to add the system handle or SAID to your
HP Passport profile. Remember that your system handle/SAID is case-sensitive.

. Follow the instructions in “Change the System Handle/SAID Associated with an

Incident” on page 159 to re-associate the valid system handle/SAID with the
incident.

. On the configuration center to which the managed client that submitted the incident

is assigned, delete the invalid system handle/SAID, and replace it with a valid one
(see“Change Your Contact Information” on page 66 for instructions).
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NOTE If you are unable to correct the entitlement issue, you can initiate an investigation of
your support contract from the Support Contract Information page (see Figure 5-27 on
page 163) by clicking the Investigate my contracts, system handles, or service
agreement identifiers link.

Figure 6-3 Invalid System Handle/SAID page

Softweare = Management softweare = Suppord = Troubleshooting = Incident manacger

Invalid system handle/SAID

Step 1 of2

Invalid system handle/service agreement identifier (SAID)

The systern handle ar service agreement identifier (SAIDY you entered during the installation of Self-
Healing Client does not match any of the system handlesrSAlIDs that are currently entitled on
software support contract. This could be due to;

=« ou may have mistyped your system handlefSAID when yvou installed Selt-Healing Client
=« Your support contract may have expired.
& Your systerm handle/SAID may have changed.

System handle/SAID and incident information

Incident IO 000000000000-00000000-0000000000-0000000000000
Incident dateftime Decermnber 3, 2006 05:25:07 PM GMT

Incident description Test

Managed node MYy SEMERUS. MYyCOmpany. com

Incorrect systerm handlerSAID MO OMPARNY 2006

Available systern handles/SAIDs* | Select a system handlefEﬁle

r Update all incidents that have MYCOMPARY 2006 as their system handlerSAID.

Mote: Ifyou do not see a system handlerSAID in the drop-down list above that vou want to use, please
g0 toyour support contract information to update your system handlesfSAIDS.
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Figure 6-4 Entitlement Action Required Notification for an Incident

From: HP OpenView Software 3Support
[mailto:openview-3self-heal ingihp. com ]

Jent: Zundavy, December 03, 2006 10:26 AM

To: Smith, John

Subject: Entitlement Action Reguired - HP OpenView Zelf-Healing
Serwices

This message has been automatically generated. Please do not reply
to this meszadge.

HP OpenWView Self-Healing software attempted to process your recent
submizzion. The procezzing has beenh temporarily suspended due o
an entitlement izsue. The support system handle f service
agreement ID (3AID) under which the incident was originally
submitted under is not walid for HP OpenView Self-Healing Serwvices
and must be reconciled before the incident can be processzed.

Take the following steps to resolve this issue:

1., Wizsit the following web address and correct your
entitlement for this incident: (HP Passport sign-in required)
http: //support.openview. hp.conssoftware/analysissinvalid-
handlerincident=000000000000-00000000-0000000000-

000000000000 0spasskey=123456759

2. 0Once you finish the procezs at the abowve web address,
correct the system handle / S4TD in the 3elf-Healing sof tware
configquration on the systewm where the incident originated so that
future submissions will be entitled.

If vou are unable to reconcile your entitlement at the above weh
addreszss vou may do the following to obtain a walid systen handle /
SATD. Howewer you will still need to perform the abowe two steps
for the incident to process.

- Initiate an inwvestigation of vour systen handle [ ZAID
- 0r contact your support agreement specialist

Incident Summary:

Date/Tine: Dec 3, 2006 5:25:07 PM GHMT

S¥sten name: LYSErver.us.nyCcoupany. comn

Product:

Incident ID: 0oooo0o00000-00000000-0000000000-0000000000000

Short description:

Four information will be fully processed shortly after entitlement
haz been werified.

Thank wou,
HP OpenView 3Zelf-Healing Services Team
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Figure 6-5

Entitlement Action Required Notification for a System Assessment

From: HP OpenView Software Support
[mailto:openview-zself-heal ingihp. com ]

Gdent: dundavy, December 03, 2006 1l0:26 AM

To: Swmith, John

Zubject: Entitlement Action Regquired - HP OpenView 3Zelf-Healing
Serwices

This message has been automatically generated. Please do not reply
Lo this messadge.

HPF OpenView 3elf-Healing software attempted to process your recent
systen assezsment submission. The processing has been Cemporarily
suspended due to an entitlement issue. The support systen handle [
serwvice agreement ID [(3ATD) under which the system assessment was
originally submitted under iz not walid for HP OpenView 3elf-
Healing Serwvices and must be reconciled before the incident can be
processed.

& systen assessment requires a Joftware Jupport Enhanced contract.
Take the following steps to resolwve this issue:

1., Wizsit the following web address and correct your
entitlement for this incident: (HP Passport sign-in required)
http: //support.openview. hp.con/software/analysissinvalid-
handlerincident=000000000000-00000000-0000000000-
ooooooonool0dspas skey=123456759

2. 0Once you finish the procezs at the abowve web address,
correct the system handle / SAID in the Self-Healing sof tware
configquration on the system where the incident originated so that
future submissions will be entitled.

If vou are unable to reconcile your entitlement at the above weh
address vou may do the following to obtain a walid systen handle [
SATD. Howewer you will =still need to perform the abowe two steps
for the incident to process.

- Initiate an inwvestigation of vour systen handle [ ZAID
- 0r contact vour support agreement specialist

Incident Summary:

Date/Tine: Dec 3, 2006 5:25:07 PM GHMT

S¥sten name: LYSErver,us. nyCcoupany. comn

Product:

Incident ID: 0oooo0o00000-00000000-0000000000-0000000000000
short description:

Your information will be fully processed shortly after entitlement

has been werified.

Thank +ou,
HP OpenView 3Zelf-Healing Servicezs Team
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Additional Data Requested Notification

If you have opened a support case for a particular incident, you may receive a request
from Self-Healing Services for additional data. If a support engineer requests additional
data about the incident, you will receive a notification asking you to view the incident
analysis report and retrieve the request. You can fulfil the request by using the upload
additional data function on the Self-Healing Services client user interface on the node
where the incident occurred.

Additional Data Requested Notification Example

From: HP Open¥View Software Support
[mailto:openview-selfhealingldhp. com]

Zent: Sunday, December 03, 2006 05:35 AM

To: 2mith, John

Subject: Additional Data Recuested for Support Case - HP Open View
Zelf-Healing Jerwvices

Thisz message has been automatically generated. Pleaszse do not reply
Lo this meszage.

HP Zoftware SJupport is requested additional data from you with
regard to the support case (JampleCaszelD) that vou subnitted for
incident Q000000000000 -00000000-0000000000-0000000000000,. Please
wiew the additional data request and the instructions on how to
submit any data files at the web address below (HP Passport sign-
in & active support contract redquired):

- http: /isupport.openview. hp.con/ssoftwarefanalysissreport?ine
ident=000000000000-00000000-0000000000-0000000000000

Support Case Jumnmary:

Date /Time: December 3, 2006 l2:02:55 AM GMT
Support Case ID: SampleCaseID
Title: Sample Support Case

Incident Summary:

Date /Time: December 2, 2006 5:01:46 PM GMT

J¥sten hanme: LWy SEerver.us. Lycoupany. con

Product: network node manager

Incident ID: Qoooooo0oo000-00000000-0000000000-
oooooooooooan

Short description: File does not exist

Problem Detail:
File doesz not exist.

Thank vou,
HP OpenWView S3elf-Healing Serwvices Team
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Figure 6-7

Additional Data Received Notification

You can provide HP with additional data pertaining to a previously submitted incident
by uploading a file and submitting it to HP from the Incident Details page (see

Figure 4-3 on page 101). Shortly after you submit additional data for an incident, you
will receive a service notification indicating that the additional data was received and
containing a link to view the incident package (see Figure 6-7 for an example).

Additional Data Received Notification

From: HP Openview Zoftware Support
[mailto:openview-self-heal ingihp. com]

Sent: Sunday, December 03, 2006 11:44 AW

To: 3mith, John

Subject: Additional Data Receiwved - HP OpenView Zelf-Healing
Serwvices

Thiz message has been automatically generated. FPlease do not reply
to this message.

We have receiwved additional data for a previously submitted
incident (000000000000-00000000-0000000000-0000000000000). The web
addresz below can be used to view thiz incident (HP Pazsport sign-
in & active support contract required):

http: Afsupport.openvien. hp . con/ software fanalysis/report?incident=0
Qooooooo0o0-00000000-0000000000-0000000000000

Incident Summary:

Date/Tine: Dec 2, 2006 5:01l:46 PM GHMT

Gvstem hame: LYServer.us . WyCcomnpany. comn

Product: network node manager

Incident ID: Qooooooo0o00-00000000-0000000000-0000000000000
Short description: File does not exist

Froblem Detail:
This will test the submission path and notification f£low.

Thank vou,
HP OpenWiew %elf-Healing Services Teanm
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Metric Report Available Notification

After Self-Healing Services generates a metric report for you, it sends you a service
notification e-mail with instructions for accessing the report.

Figure 6-8 Metric Report Available

From: owshs_feedbackfhp.con

Jent: Zunday, December 03, 2006 10:15 PM

To: Smith, John

Subject: Metrics Report Available - HP OpenView Self-Healing
Jerwices

This message has been automatically generated. Please do not reply
to thiz mezzage.

Four recently submitted request for the Incident frequency report
haz been processed and the data iz now available on the HFP
OpenView Support web site. Please access the report at the
following web addrezs (HPF Passport sign-in & active support
contract regquired):

- https: f/support.openview. hp. con/software/analysis metric-

Ieports

After vou sign-in with an HP Passport account, vou may need to
provide the HP OpenView Support systew handle / service agreement
identifier (3AID) which was used to submit the request.

Thank you,
HF OpenWView Self-Healing Serwices Tean
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7 Troubleshooting Information

This chapter contains information you can use to troubleshoot problems with your
Self-Healing Services managed environment.
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Understanding Potential Problem Locations

The self-healing process has six primary steps, as discussed in “Self-Healing Process” on
page 29. The first two steps, fault detection and data collection, take place entirely on
the managed clients. The next step, data transport, takes place through ISEE. The ISEE
client, which initiates the data transport, runs on one or more communication gateways
and sends data to an HP ISEE server. The following three steps - entitlement
verification, analysis, and reporting and notification - are initiated on a collection of HP

OpenView support servers.

Self-Healing Services Process

fault detection

data collection

data transport

entitlement
verification

analysis

reporting and
notification

Problems can potentially occur during each of these
six primary steps or between them. The first trouble-
shooting task is to pinpoint the location of the
problem. After you identify the location of the
problem, you can proceed to determine its root cause
and take action to resolve it.

Fault Detection Problems

Fault detection problems can occur for a number of
reasons. For example, the Self-Healing Services client
may not be installed correctly or the client may not be
running. The OpenView application being monitored
may not be able to communicate with the Self-Healing
Services client. The fault rules may have been
customized to suppress or ignore all potential faults.

Data Collection Problems

The Self-Healing Services client can fail to collect data
when a fault occurs. You can view the data collected
for a fault instance using the Incident Viewer (see
“View Incidents and Collected Data” on page 97). If an
error has occurred in the data collection process, an
error message will be displayed in the Incident
Viewer.

Data Transport Problems

Incident packages are transported to HP using the
ISEE client installed on the communication
gateway(s). If the ISEE client was not installed
properly, it will be unable to send incident packages to
HP. If the ISEE client cannot connect to the ISEE
server, it will be unable to send incident packages to
HP. This can occur, for example, if your Web proxy
settings are not specified correctly in your ISEE client
configuration.
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Entitlement Verification Problems

Entitlement problems can occur if your system handle/service agreement identifier
(SAID) has expired or if the system handle/SAID you provided in the Self-Healing
Services client user interface (UI) Contact Information page is invalid.

Analysis Problems

Problems during data analysis are extremely rare. If Self-Healing Services cannot
complete an incident analysis, it will send you a service notification by e-mail.

Reporting and Notification Problems

Reporting and notification problems can occur if the e-mail addresses specified in the
Self-Healing Services client user interface Notification Settings page are invalid. These
problems can also occur if either the OVO message browser or the NNM browser was
specified as the preferred notification method and that browser is not running on your
system.

The fault and service notifications you receive from HP will contain garbled (unreadable)
text if your mail reader does not support UTF-8 encoding and you selected the UTF-8
check box on your Self-Healing Services client user interface Contact Information page
for your configuration center. This is also true of any persons you have selected to receive
your service notifications from HP on your Self-Healing Services client user interface
Notification Settings page.
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Diagnosing a Problem Using E-Mail Messages

The first sign that Self-Healing Services may not be operating correctly can be found in
your e-mail box. If a fault is detected and the self-healing process is successfully
executed, you will receive a service notification by e-mail indicating that an Incident
Analysis Report is available for review from the HP OpenView Self-Healing Services
Support web site (see “Report Available Notification” on page 182).

If you do not receive this service notification, there may be a problem with your
installation or configuration. Self-Healing Services will also send you a service
notification if a submitted incident package fails the entitlement check (see “Entitlement
Action Required Notification” on page 183).

In all, Self-Healing Services sends four different types of service notifications (see
Chapter 6, “Understanding Service Notifications,” on page 179 for further information).
These service notifications and the likely location of the problem are summarized in

Table 7-1.
Table 7-1 E-Mail Messages Sent By Self-Healing Services
Type Service Notification Likely Location of Problem
1 “Welcome to Self-Healing | If you do not receive this notification after
Services Notification” performing a connectivity test, you likely
have a problem with your installation or
configuration. See “Test Your Installation”
on page 91 of the HP OpenView
Self-Healing Services Installation Guide for
additional information.
2 “Report Available If you do not receive this notification when

Notification” Self-Healing Services submits a fault to HP,
you likely have a problem with your
installation or configuration. See “Test Your
Installation” on page 91 of the HP
OpenView Self-Healing Services Installation
Guide for additional information.

3 “Entitlement Action perrmmnn - This service notification

Required Notification” provides instructions about
how to change the system
handle/SAID associated
with the incident package or
edit your HP Passport
profile to include the system
handle/SAID.
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Table 7-1 E-Mail Messages Sent By Self-Healing Services (Continued)
Type Service Notification Likely Location of Problem
4 “Additional Data If you do not receive this notification when

Received Notification”

you submit additional data for a previously
submitted fault to HP using the
Self-Healing Services Ul, you likely have a
problem with your configuration or
installation. See “Test Your Installation” on
page 91 of the HP OpenView Self-Healing
Services Installation Guide for additional
information.
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Diagnosing a Problem Using Error Messages

Another sign that Self-Healing Services may not be operating correctly can be found in
your Self-Healing Services log file, <DataDir>/1log/shs/shs.log. The following error
messages can appear in this file.

Table 7-2 Error Messages Logged By Self-Healing Services
Description Implications How to Troubleshoot the Problem
Unable to connect to A port conflict with the Determine whether port 5814 is being
https://<hostname>: Self-Healing Services listened to by typing the command:

5814

This message appears in the web
browser; it is not logged in a file.

client has occurred.

HP-UX and Solaris:
netstat -an|grep <port number>

Windows:
netstat -an|more

NOTE: The default port number is
5814. If you changed the port number,
it will be different.

If port 5814 is not being listened to,
stop and restart the Self-Healing
Services client following the
instructions in “Start or Stop the
Self-Healing Services Client” on
page 97 in the HP OpenView Self-
Healing Services Installation Guide.

NOTE: Be sure to wait a few minutes
after starting Self-Healing Services
before attempting to access the
Self-Healing Services client user
interface.

If port 5814 is being listened to, you
likely have a firewall between the
machine running the web browser and
the machine running the Self-Healing
Services client. You can either open
the port on your firewall or change the
port on which your firewall allows
traffic.

See “Change the Self-Healing Services
Client Port” on page 96 of the HP
OpenView Self-Healing Services
Installation Guide for additional
information.
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Table 7-2 Error Messages Logged By Self-Healing Services (Continued)
Description Implications How to Troubleshoot the Problem
This page cannot be displayed. The URL may have Be sure to specify

This message appears in the web
browser; it is not logged in shs.log

specified http instead of
https.

https://<hostname>: <portnumber>
to start the Self-Healing Services user
interface.

Application Monitor could not be
started due to initialization error.

Internal errors, such as
a configuration file
syntax error or an I/O
error, have occurred.

Call HP Support.
fault detection
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Table 7-2

Error Messages Logged By Self-Healing Services (Continued)

Description

Implications

How to Troubleshoot the Problem

Error messages pertaining to
potential port conflicts.

There may be port
conflicts between
Self-Healing Services
and other applications.
For example, there are
known default port
conflicts between NNM
7.5 and Self-Healing
Services.

Normally, the
Self-Healing Services
shutdown port must be
changed to eliminate
conflicts.

To determine whether
a port conflict exists,
look for indicators in
the following files:

fault detection

<logDir>\stdout. log
<logDir>\stderr.log

In this case, <logDir>is as follows:
<installDir>\java\shs\jetty\logs

where <installDir>is the directory in
which Self-Healing Services is
installed.

Windows:

By default <installDir>is
C:\Program Files\HP OpenView

HP-UX or Solaris:
By default, <installDir>is /opt/OV.

You can determine the Self-Healing
Services HTTPS port by using the
following command:

Windows:

cscript <installDir>/bin/
shsctrl.vbs -getconf

HP-UX or Solaris:
/opt/0OV/bin/shsctrl —-getconf

For information about changing ports,
run the shsctrl command with the
-help option:

Windows:

cscript <installDir>/bin/
shsctrl.vbs -help

HP-UX or Solaris:
/opt/0OvV/bin/shsctrl -help
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Table 7-3 Error Messages Logged By ISEE
Description Implications How to Troubleshoot the Problem
Unable to connect to A port conflict with the Uninstall and reinstall the ISEE
http://<client-node-name>:5060/ | ISEE client has client. If that does not solve the
start.html occurred. problem, contact HP OpenView

Logged in

HP-UX and Solaris:
/var/opt/hpservices/log/mad. log

Windows:

C:\Program Files\
Hewlett-Packard\ISEE\
MotiveChorus\log\mad. log

support.
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Diagnosing a Problem Using Other Indicators

If the service notifications you receive from Self-Healing Services by e-mail do not
contain enough information for you to pinpoint the problem—or you do not receive any
service notifications at all—use the indicators shown in Table 7-4 to focus your

troubleshooting activities.

Table 7-4 Self-Healing Services Problem Indicators

Indicator

Implications

Suggested Solution

Incident search takes a long
time to complete when the
number of incidents is large

0Old, obsolete incidents have not

been deleted from the database.

Delete incidents that are no longer
required using the Incident Viewer.

Self-Healing Services stops
after HP OpenView Operations

Uninstalling OVO always stops
Self-Healing Services, which

Start the Self-Healing Services client
by following the instructions in “Start

incorrectly reports that an HP
OpenView application is
uninstalled when an incident is
submitted manually for that
application.

a supported application is
upgraded. It is a known
problem.

(OVO) is uninstalled. must then be manually or Stop the Self-Healing Services
restarted. After this restart, Client” on page 36 of the HP
Self-Healing Services works OpenView Self- Healing Services
normally. User’s Guide.

Self-Healing Services This occasionally happens after | Resubmit the incident.

Self-Healing Services client log
file shows no faults detected.

The client may need to be
restarted, or the installation
may be faulty.

fault detection

Stop the Self-Healing
Services client and
then restart it
following the
instructions in “Start
or Stop the
Self-Healing Services
Client” on page 36 of
the HP OpenView Self-
Healing Services
User’s Guide.

Also see “Test Your
Installation” on
page 91 of the HP
OpenView Self-
Healing Services
Installation Guide.
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Self-Healing Services Problem Indicators (Continued)

Indicator

Implications

Suggested Solution

The Self-Healing Services
client log file indicates that a
fault has been detected but
data has not been collected.

The client may need to be
restarted, or the installation
may be faulty. The permissions
on the files accessed during
data collection may be
restrictive.

You can stop and

the Self-Healing
Services client at any
time following the
instructions “Start or
Stop the Self-Healing
Services Client” on
page 97 of the HP
OpenView Self-
Healing Services
Installation Guide.

Also see “Test Your
Installation” on
page 91 of the HP
OpenView Self-
Healing Services
Installation Guide.
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Table 7-4 Self-Healing Services Problem Indicators (Continued)

Indicator Implications

Suggested Solution

You forgot your Self-Healing You either need to request that
Services user name or your user name and password
password. be e-mailed to you or reset your
user name and password to
their initial state:

user name = admin

password = admin

To request that your user name and
password be e-mailed to you, follow
these steps:

1. On the Self-Healing Services
client user interface sign-in page,
click Forgot user name and/or
password?

2. On the next page displayed, click
Send Info.

Self-Healing Services will then
e-mail your user name and
password to the e-mail address
provided on the User Name &
Password page.

NOTE: This process only works if you
have configured the e-mail server
settings. See “Configure the E-mail
Server Settings” on page 64.

To reset your user name and
password to their initial state, follow
these steps:

1. First, copy the login.xml file
from the newconfig directory to
the conf directory:

HP-UX and Solaris:

from /opt/0OV/newconfig/shs
to /var/opt/0OV/conf

Windows:

from
<installDir>\newconfig\shs
to <installDir>\data\Conf

For Windows, <installDir>is
C:\Program Files\HP OpenView
by default.

2. Stop and restart the Self-Healing
Services client following the
instructions in “Start or Stop the
Self-Healing Services Client” on
page 97 of the HP OpenView Self-
Healing Services Installation
Guide.
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Self-Healing Services Problem Indicators (Continued)

Indicator

Implications

Suggested Solution

You can manually submit a
fault using the UI, but you do
not receive any service
notification by e-mail from
Self-Healing Services.

and

The Self-Healing Services
client log file indicates that a
fault has been detected, data
has been collected, and the
data has been sent to the ISEE
client.

The e-mail address or
addresses that you specified in
the Notification Settings page
of the UI may be incorrect.

or

The ISEE client is not
successfully transporting your
data to HP. This is often caused
by errors in the web proxy
specifications entered into the
ISEE interface during
installation and configuration.
If your web proxy password
changes, for example, you will
need to reconfigure the ISEE
client.

See “Configure the
Sl Notification Settings”

data transport

on page 57.

See “Verify Internet
Connectivity for
Communication
Gateways” on page 30
of the HP OpenView
Self- Healing Services
Installation Guide.

See “Test Your
Installation” on
page 91 of the HP
OpenView Self-
Healing Services
Installation Guide.

Also see the ISEE
documentation
available at the
following web site:
http://www.hp.com/
hps/hardware/
hw_enterprise.html

ISEE client log indicates that
data has been received from
the Self-Healing Services
client, but was not sent to HP.

See above.

dota transport

See “Verify Internet
Connectivity for
Communication
Gateways” on page 30
of the HP OpenView
Self- Healing Services
Installation Guide.

Also see “Test Your
Installation” on
page 91 of the HP
OpenView Self-
Healing Services
Installation Guide.
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Collecting Information for HP Support

If problems occur with your Self-Healing Services installation that you are unable to
diagnose, you can use the following script to collect information and e-mail it to your HP
Response Center support engineer:

HP-UX and Solaris:

/opt/0OV/bin/hps_diag.sh

Windows:

<installDir>\bin\hps_diag.bat

where <installDir> is the application installation directory that you specified when
you installed Self-Healing Services. By default, <installDir>is C:\Program
Files\HP OpenView.

This script collects Self-Healing Services client log files and configuration files, and
Instant Support Enterprise Edition (ISEE) client log files if the ISEE client is installed
on the system.

The collected data is saved to:

HP-UX and Solaris:
/var/opt/OV/datafiles/shs/work/hps_diag.tar.z
Windows:
<DataDir>\datafiles\shs\work\hps_diag\hps_diag.zip

where <DataDir> is the location of the data directory that you specified at install time.
By default, this is C: \Program Files\HP OpenView\data.
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A Scripts

This appendix contains locations and descriptions of scripts that you can use to
configure, operate, and maintain your Self-Healing Services installation.
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Available Scripts

The following table provides locations and descriptions of the scripts that are available
for your Self-Healing Services installation. Unless otherwise indicated, files are located
in the following directories.

HP-UX and Solaris:

/opt/0OV/bin

Windows:

<installDir>\HP OpenView\bin

By default <installDir> is C:\Program Files\HP Open View on Windows systems.

NOTE To invoke the shsctrl script on Windows systems, you must use the cscript command.
For example, to start the Self-Healing Services web server, type:
cscript <installDir>\HP OpenView\bin\shsctrl.vbs -start
For HP-UX and Solaris systems, use the shsctrl command as stated in the table.
Script Description
shsctrl -start Starts the Self-Healing Services web server.
shsctrl -stop Stops the Self-Healing Services web server.
shsctrl -restart Stops and restarts the Self-Healing Services web
server.
shsctrl -status Tells you whether the Self-Healing Services web
server is running.
shsctrl -gethttpsport Tells you the port used for HTTPS communication
by the Self-Healing Services web server.
See “Change the Self-Healing Services Client
Port” on page 96 in the HP OpenView Self-Healing
Services Installation Guide.
shsctrl -sethttpsport Sets the port used for HTTPS communication by
the Self-Healing Services web server.
See “Change the Self-Healing Services Client
Port” on page 96 in the HP OpenView Self-Healing
Services Installation Guide.
shsctrl -findvm Search for virtual machines installed by other HP
OpenView applications. If an acceptable virtual
machine is found, configure Self-Healing Services
to use that virtual machine.
shsctrl -getvm Displays the location of the Java virtual machine
that Self-Healing Services is configured to use.
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Script

Description

shsctrl -setvm

Sets the location of the Java virtual machine that
Self-Healing Services will use.

shsctrl -getshutdownport

Tells you the shutdown port that the Self-Healing
Services web server is configured to use.

shsctrl -setshutdownport

Sets the shutdown port that the Self-Healing
Services web server will use.

shsctrl -autoconfigure
[reset]

Auto configures HP OpenView Self-Healing
Services.

If the reset option is specified, Self-Healing
Services is reconfigured back to its default values.
If it is not specified, Self-Healing Services keeps
the current configuration options unless they are
invalid. If any options are found to be invalid,
those options are reconfigured.

shsctrl -validateconf

Validates the configuration details for
Self-Healing Services.

shsctrl -h

Displays usage information for the shsctrl script.

hpservices start

Starts the ISEE client. Located in /sbin/init.d
on HP-UX systems and /etc/init.d on Solaris
systems.

To start the ISEE client on Windows systems,
open the Services utility, and start the HP ISEE
service.

hpservices stop

Stops the ISEE client. Located in /sbin/init.d
on HP-UX systems and /etc/init.d on Solaris
systems.

To stop the ISEE client on Windows systems, open
the Services utility, and stop the HP ISEE service.

hps_diag.sh

Gathers ISEE and Self-Healing Services log files
and configuration files, installation status, and
patch information for all applications that
Self-Healing Services supports. This file is used
by recon to gather Self-Healing Services, ISEE,
and system diagnostic information.

iseeConnectivityTest.sh

Performs an ISEE connectivity test. Located in
/opt/hpservices/RemoteSupport/bin

recon.sh

Runs the Self-Healing Services data collectors for
all supported HP OpenView applications that are
installed on this system.

Appendix A

207



Scripts
Available Scripts

208 Appendix A



B Log Files

This appendix contains the names and descriptions of the log files used by HP OpenView
Self-Healing Services.
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Available Log Files

Unless otherwise noted, the following log files are located in:
HP-UX and Solaris:

/var/opt/0V/1log/shs

Windows:

<dataDir>\data\log\shs

where <datadir> is the data directory that you specified at install time. By default,
<dataDir>1is C:\Program Files\HP OpenView.

Table B-1 Self-Healing Services Log Files

File Description

shs.log Main log file. Contains all log messages for the
Self-Healing Services client.

collector-registration.log Log file that has an entry each time that a
collector for a supported application is registered;
used during installation.

swagent . log Installation error messages on HP-UX. Located
in /var/adm/sw.

stdout.log Windows only. Contains messages pertaining to
the initialization and operation of the
Self-Healing Services user interface. Located in
shutdownout.log (jetty the following directory:

shutdown logs)

stderr.log

<installDir>/java/shs/jetty/logs
shutdownerr.log (jetty error

shutdown logs) where <installDir>is the default application

directory that you specified at installation time.
By default, this is C: \Program Files\HP
OpenView.

jetty.out HP-UX or Solaris only: Jetty web server log files,
which contains messages pertaining to the
initialization and operation of the Self-Healing
Services user interface. Located in the following
directory:

<installDir>/java/shs/jetty/logs/

where <installDir>is the default application
directory that you specified at installation time.
By default, this is /opt/0V.
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Table B-2 ISEE Log Files
File Description
HP-UX and Solaris: Motive Chorus log file
/var/opt/hpservices/log/
mad. log
Windows:

C:\Program Files\
Hewlett-Packard\ISEE\
MotiveChorus\log\mad. log

HP-UX and Solaris: Other log files for the ISEE client. One of the
/var/opt/hpservices/log most useful files is submitData. log.
Windows:

C:\Program Files\
Hewlett-Packard\ISEE\logs
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C Data Collected

This appendix contains a link to detailed descriptions of the data collected when
Self-Healing Services detects a fault in a supported software application.
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Data Collected by Self-Healing Services

Data is collected by the Self Healing Services client when a fault is detected in a
supported HP OpenView software application. The data is then packaged into an
incident package that is sent back to HP for automated analysis. Information sent to HP
consists of system information as well as application-specific information for the fault.

All the system information listed in “System Information Collected” in this appendix is
collected when a fault is detected in a supported application.

NOTE When a fault is detected in a supported application with only Self-Healing Services basic
support, the system information listed in “System Information Collected” in this
appendix and patch information is the only information collected. For a list of
applications with basic support, see the following document:
http://support.openview.hp.com/pdf/selfhealing-supported-apps ver2-6.pdf
System Information Collected
Hostname
OS name and version
Machine type
Model
Amount of swap space
Amount of physical memory
Amount of total disk space
Amount of available disk space
File system info ( using bdf on HP-UX, df on Solaris )

DCE information ( rpccp show mapping )
Environment variables
Locale information ( locale )
Network status ( netstat )
Uptime info (uptime )
Process info ( top and sar on HP-UX, ps and psrinfo on Solaris )
Configurable kernel parameters
List of installed applications ( swlist on HP-UX, pkginfo on Solaris)
Contents of the following files: /etc/inetd.conf and /etc/nsswitch.conf
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